Acronis Cyber Protect Cloud

One Platform, One Agent, All within One Protection Plan. Complete coverage of NIST framework: Govern, Identify, Protect, Detect, Respond and Recover

DATA PROTECTION

Standard Backup

= Backup of 25+ workload types
= Local and cloud storage

= Encryption and deduplication
= Ransomware-proof backup

= Microsoft 365
= Exchange Online, SharePoint
Online, OneDrive, Teams, OneNote
= Email Archiving
= Group management

Advanced Backup

= One-click mass recovery

= Continuous data protection

= Backup frequency for Microsoft
365 and Google Workspace

= Off-host validation, replication,
and conversion to VMs

= Support for additional
workload types

= Backup notarization

Disaster Recovery

FREE

= Test failover
= Cloud-only VPN connection

=

Advanced DR

= Production and test failover to
Acronis Cloud

= Orchestration with runbooks

= Al-assisted Automated test failover

= Fast Automated Failback with
near-zero downtime

= Multiple connectivity options:

- IPsec Multisite VPN, L2 site-to-site
open VPN, Cloud-only VPN

CYBERSECURITY

Detection and Response

FREE

= Al-based anti-malware protection
= #CyberFit score (Security posture assessment)
= Device control
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Advanced Security + EDR

= Gen Al-guided incident investigation, analysis,
automated response

= Single-click response, including attack-specific
rollback and recovery

= Next Generation Antivirus (NGAV)

= Anti-ransomware protection

= 0-day and exploit protection

= URL filtering

= Anti-malware scans of backups

Advanced Security + XDR

= Includes all the features of Advanced Security + EDR

= Extended endpoint protection with visibility and
response across most vulnerable attack surfaces -
email, identity, Microsoft 365 apps

= Gen Al-guided incident investigation, analysis,
response and recovery

Saa$ Security

Advanced Email Security

= Phishing and Quishing prevention

= Business Email Compromise
prevention

= Malware protection

= APT and zero-day protection

= Account takeover detection

= Incident response service

= Microsoft 365, Google Workspace,
Exchange and any SMTP
supporting email service

-

Advanced Collaboration
Apps Security

= Microsoft 365 SharePoint, OneDrive
and Teams security protection

= Malware protection

= APT and zero-day protection

» Incident response service

Advanced Security + MDR

= 24/7/365, Continuous monitoring with expedited
investigation from security analysts

= Event triage, prioritization, and rapid response
including recovery

-

Advanced DLP

= Control sensitive data transfers across local
and network channels

= Pre-build data classifiers for common
regulatory frameworks

= Automatic client-specific DLP policy creation
and extension

Security Awareness Training

= Rich and engaging library of
training courses

= Phishing simulation and exercises

= Mobile-friendly learning experience

= Available in multiple major languages

N

/

OPERATIONS

FREE
= Endpoint
= Device Sense™ device discovery
= Hardware inventory
= Vulnerability assessment
(Windows/Mac/Linux)
= Remote desktop (RDP)

= Microsoft 365
= Multi-tenant M365 management
= Security posture baselines
= On-demand security audits
= Baseline deviation alerts
= M365 user onboarding

Advanced Management -
Endpoint

= Software inventory

= Vulnerability assessment
(third-party apps)

= Automated patch management

= ML-based monitoring

= Software deployment

= Al-enabled remote scripting

= Automated pre-patch backup

= HDD health monitoring

= Next-gen remote desktop and
assistance (Win/Mac/Linux)

-

Advanced Management -
Microsoft 365

= Continuous monitoring of
security posture

= Automatic and manual
remediation of risks

= M365 user offboarding

PSA

Advanced Automation

= Integrated ticketing

= Automatic time tracking

= Billing and invoicing

= Contract and SLA management
= Stock inventory management

= KPI reporting

» Integrated quoting

* Project management
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