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Upgrade to ELITE
Cross-Sell FDE



AGENDA

Gravityzone ELITE Security

= Indirizzare gli attacchi piu sofisticati e sfuggenti
= Layer di rilevazione aggiuntivi
* Implementazione

Full Disk Encryption (FDE)

= Cosa e FDE, perche adottarlo
= Target clienti
* Implementazione

Condizioni commerciali

= Upgrade a GravityZone ELITE
= Addon Full Disk Encryption



GravityZone ELITE Security
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GRAVITYZONE ELITE - Objectives

HyperDetect and SandBox

Volume Analyzer focus

Elusive threats —

Common Zero day, obfuscation,
exploitkits, Exploit of rec Script-based, or file-less
phishing kits vulnerabilities attacks

Known Variants of Polymorphic,

malware know malware Obfuscation
>99% P

Low Attacker’s skill level High




GRAVITYZONE ELITE - Objectives

HyperDetect and SandBox

Volume Analyzer focus
Elusive threats —
Common Zero day, obfuscation,
exploit kits, Exploit of rec Script-based, or file-less
phishingkits vulnerabilities attacks
Known Variants of Polymorphic,
malware know malware Obfuscation
>99% .
Low Attacker’s skill level High

Traditional EP
Next-Gen EPP (es. (GravityZone Business Security)

GravityZone ELITE



GRAVITYZONE ELITE - Layers
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GRAVITYZONE ELITE - Additional Layers
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GRAVITYZONE ELITE - Additional Layers

Execution

Hyper Detect*
A new set of tunable machine learning and behavior

analysis models trained to detect advanced,
sophisticated threats at pre-execution

Sandbox Analyzer*

Automatic submission of suspicious files from
endpoints to sandbox for detonation and behavior
analysis

D}'I'IEITIiC Machine Learning

In URL filtering and file analysis

Trained for more than 8 years on the biggest sample size: 500M
endpoints-sensors, trillions of samples

Highly efficient in detection, low false positives

Exploit Prevention

Detect exploit methods, and protect memory space of
browsers, document viewers, media players and office
applications.

continuous monitoring of running processes and system
events, and tagging of suspicious activities.

Designed to act against unknown threats based on their
behavior.




GRAVITYZONE ELITE - Punti di forza

Reduce Complexity, Streamline Operation

» Single (full stack) solution that protects against all spectrum of attacks.
* Reduce the cost of protection compared to running multiple solution
* Manage endpoint and datacenter security in one integrated console

Security Efficacy With Strong Prevention

* Endpoint controls + Strong prevention at pre-execution with next generation technology.
» Focus on sophisticated threats (script-based and/or fileless)
» Accurate detection, low false positive

Tunable and Customizable

* Tunable machine learning based on threat categories
* Adjustable based on paranoid you are

Threat visibility

* Expose suspicious activities




GRAVITYZONE ELITE - Deploy Step 1 Licenza

Dashboard
Metwork
Packages
Tasks
Faolicies
Assignment Rules
Reports
Quarantine

Companies

t) Add () Activate

Name

bravo

B2 Bravo Rivenditore

Eg Eravo Cliente

(=) Delete (&) Refresh

Type

Partner

Customer

Edit company
Company Details

Company Name:

Address:

My Company 1D:
Phone:

Logo:

Type:

License

Type:

License Key:

Expiry date:

11 September

Add-on key:

Bravo Cliente

292152052786da%28cf33cdbb3977b8T

=3

Customer

Manage Networks

License
Licensed: Not licensed: Total:
2017 0 1 10
Cancel

Available for servers:

4
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GRAVITYZONE ELITE - Deploy Step 2 Policy

Dashboard
Network

Packages

Tasks
Policies

Assignment Rules
Reports
Quarantine
Companies
Accounts

User Activity

L General

j Antimalware

L

On-Access

On-Demand

HyperDetect

Settings

Security Servers

[i41 Sandbox Analyzer

Firewall

Content Control

P Device Control

1) Relay

)

7 Exchange Protection

Encryption

HyperDetect

Protection Level

Targeted Attack

Suspicious files and network traffic
Exploits

Ransomwars

Grayware

Actions

Files: Report Only

Metwaork traffic: Report Onky
Reset to default

Permissive O Normal Aggressive
o
o]
o
o
o
. Extend reporting on higher levels

Extend reporting on higher levals



GRAVITYZONE ELITE - Deploy Step 2 Policy

Dashboard ®

MNetwark

Wt

Packages
Tasks

Policies

1]

Assignment Rules
Reports

Quarantine

General

Antimalware

iz Sandbox Analyzer

Local Submission

Firewall

Content Control

| Device Control

) Relay

Companies
Accounts

User Activity

Exchange Protection

Encryption

Submit objects from local systems

Analysis Mode

© Monitoring
Blocking

Remediation Actions

Default action: Report Only ¥

Fallback action Quarantine .

n Information

Submission target and exclusions will be applied as they are defined in Antimalware = On-Access
Scanning and Antimalware > Settings

Connection Settings

Portal Domain/IP: * sandbox-portal.gravityzone.bitdefender.com

Communication Port; * 443

Use proxy configuration



GravityZone Full Disk Encryption
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GRAVITYZONE FDE

Di cosa si tratta

GravityZone FDE e un ADDON per la gestione della
cifratura Full Disk degli enpoint protetti da BEST.

Aggiunge un layer di gestione che permette agli
amministratori di rete di

- semplificare il deploy della FDE

- gestire le chiavi di recupero

- generare report sullo stato di protezione



GRAVITYZONE FDE

La domanda

tutelare i dati dell'azienda rispetto allo
smarrimento e furto dei dispositivi

evitare pesanti contravvenzioni e conseguenze legali
per la perdita di dati

dimostrare la conformita ai regolamenti (es. GDPR)

evitare I'accesso NON autorizzato
a dati e dispositivi (autenticazione pre boot)

gestire centralmente le chiavi di recupero

minimizzare il sovraccarico per I'lIT



GRAVITYZONE FDE

Punti di forza

impone una autenticazione che precede il
caricamento del sistema operativo

gestisce FDE dalla stessa console, cloud oppure
onpremise, impiegata per la protezione dell'enpoint

impiega la collaudata cifratura nativa di Windows
(BitLocker) e Mac (File Vault), evitando problemi di
performances e compatibilita

non richiede aggiunta di alcun agent specifico
semplifica il deploy della FDE sugli enpoint
permette di gestire le chiavi di recupero dalla console

i report sulla encryption, aiutano le aziende di
documentare il proprio stato di compliance



GRAVITYZONE FDE

Chiavi di accesso alla clientela

A. Clienti che non effettuano ancora Encryption
Percentage of companies using - tutti punti di forza di GZ FDE
Data Encryption

B. Clienti che effettuano gia Encryption
+ reportistica
= monitoraggio, compliance

Financial Services

= garanzia di accesso ai dati per I'azienda
Services + nessun agent ne strumento gestione aggiuntivo
= facilita e rapidita di deploy

Health and Pharma _ + gestione chiavi di recupero

Tech and Software + nessuno strumento aggiuntivo per la gestione di

FDE
60 80 100 = semplicita uso, costo

o
[
=
i
=

+ tecnologia nativa degli OS per la encryption
= affidabilita, performance, costo



GRAVITYZONE FDE - Deploy Step 1 Licenza

Dashboard
Metwork
Packages
Tasks
Faolicies
Assignment Rules
Reports
Quarantine

Companies

Name

bravo

B2 Bravo Rivenditore

Eg Eravo Cliente

Dettagli della company del cliente

Type

Partner

Customer

(%) Refresh

Edit company

Company Details

Company Name: T s LT TR

Address:

My Cempany ID: e S et 2

Phone:

Loge AVANGAT=
=3

Type: Customer

Manage Networks

License
Type: License
Licenze Key: — m
Expiry date: Licensed: Not licensed: Total: Available for servers:
13 September 2018 21 0 30 g
Add-on key: FDE ADDON KEY Add
Type: Key: Remaove:
Encryption Tes=TT .@

Save Cancsl

Mailbox

0/45



Seleziono gli enpoint ed assegno il Task

]

Scan |

Windows 10 Pro

Windows 10 Pro

Uninstall client ;
Windows 10 Pro

Update client
Windows 10 Pro

Reconfigure Client
Windows 10 Pro

Restart ma
Reconfigure Client )
Windows 10 Pro

Network Discovery
Windows 10 Pro

B8 AVNGS5S Windows 10 Pro

AVNGE0 Windows 10 Pro

4]
{

Eg AVNGSH1 Windows 10 Pro

Windows 10 Pro

LB
=
&
[=,]
Lid

GRAVITYZONE FDE - Deploy Step 2 Add Module

Mi accerto che il modulo Encryption sia selezionato

Reconfigure client

General
o Now
Scheduled

Modules:
Advanced Threat Control
Firewall
Content Control
Device Control
Power User

Encryption
Roles: Exchange Protection

Some legacy Windows operating syste;
Advanced Threat Control protection modul
the Installation Requirements chapter of the In

upport only the Antimalware and
or more information, please check
[ation Guide

Scan mode

© Automatic Automatic

Custom 2 3 .
Central Scan with fallback en Hybrid Scan for computers with low hardware performance

Lecal Scan for computers with high hardware performance
Central Scan with fallback en Hybrid Scan for virtual machines

For Central Scan, it is mandatory to firstly deploy a Security Server

“ Cancel All targeted clients will be reconfigured according to the selected settings ;



GRAVITYZONE FDE - Deploy Step 3 Policy

Dashboard
MNetwark

Packages

Tasks
Policies

Assignment Rules
Reports
Quarantine
Companies
Accounts

User Activity

L+ General

e

Antimalware

Sandbox Analyzer

*5 Firewall

= Content Control

| Device Control

)]

Relay

1 Exchange Protection

chcrypuocn

General

Encryption Management

EnableNis module to start managing endpoint encryption from Control Center. Disabling it will leave
volumes iNheir current state and will allow users to manage encryption locally.

Decrypt

Encrypt
© Encryp
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Bitdefender Business
Risorse e Contatti

Bitdefender Training Center
http://elearning.bitdefender.com/bitdefender/

Bitdefender Centro Supporto Business
https://www.bitdefender.com/support/business/

Bitdefender Enterprise in YouTube
https://www.youtube.com/user/BitdefenderSecurity/videos

Area Partner Avangate Italia - Risorse Marketing
http://nova.avangate.it — Risorse — Marketing — Bitdefender

Portale Supporto Avangate Italia (KB, Chat, Ticket)
http://supporto.avangate.it

Bitdefender
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http://elearning.bitdefender.com/bitdefender/
https://www.bitdefender.com/support/business/
https://www.youtube.com/user/BitdefenderSecurity/videos
http://nova.avangate.it
http://supporto.avangate.it

Approfondimenti a cura di Bitdefender
Registrazione presso il portale PAN

Protect you data with GravityZone Full Disk Encryption!

Protect you data with GravityZone Full Disk Encryption
(Session 2)

(Session 1)

Presenter: Bogdan Carlescu, Senior Product Marketing Manager Presenter: Bogdan Carlescu, Senior Product Marketing Manager

Event date:
October 10, 2017 16:00GMT

Event date:
QOctober 10, 2017 13:00GMT

Deep dive on Sandbox Analyzer (Session 1) Deep dive on Sandbox Analyzer (Session 2)

Presenter: Tsailling Merram, PMM Director Presenter: Tsailling Merrem, PMM Director

Event date:
October 11, 2017 17:00GMT

Event date:
October 11,2017 13:00GMT
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GravityZone ELITE Security

Offerta Commerciale

MN G/\T - Bltdefender
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GravityZone ELITE Security

Offerta Commerciale

e implementazioni con Cloud CC
e upgrade dai bundle GZ BS e GZ ABS

e upgrade con integrazione della differenza
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GravityZone Full Disk Encryption

Offerta Commerciale

MN G/\T - Bltdefender ;
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GravityZone FDE

Offerta Commerciale

e AddOn per tutte le soluzioni GZ

e Implementazioni Cloud e OnPremise

e Diponibile anche in formula MSP

e Licenza per qualsiasi numero di EP
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Domande e Risposte
Chat, Ticket: https://supporto.avangate.it
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