GravityZone Basics
HandBook

Installing and configuring Bitdefender GravityZone
Platform and Services.

ENDPOINT NETWORK CLOU

Bltdefender

WWW BITDEFENDER.CON



GravityZone Basics
HandBook

INDEX

;' wﬂ 17. Sandbox Analyzer
’ w i 18. Application Inventory
3. Endpoint Security (BEST)
G 19. Reports
4. Eolicies . 20. Quarantine
5. System Requirements
6 cravtivz Appli Deni VAR Accounts
7. rav!tvzone DDDIIance epl ovmc.ent 22. Security for Exchanae
. GrawtvI one Dep ovfr'nent S.cenarlos 23. Full Disk Encryption
8. ControI Center Co: iguration 24 Report Builder
X p
g C.ontro' poniqarlipdate 25. Patch Management
S Licensing s 26. Security for Virtual Environments

g LN w N 27.  Security Servers
"'~'JZ,-'°‘_N.GIM!9I’IS e

TR -!I"Dai:lzag"es o

14. Tasks

15. Incidents

16. Hyper Detect

Introduction

This handbook provides security administrators with the knowledge, skills and ability to build and run a GravityZone
environment. Next pages focuses on the installation and configuration of GravityZone management component called
Control Center and security services. You will learn how to install and manage the security solution for physical machines,
virtual machines, mobile devices and Exchange mail servers using a unified web console.
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What is GravityZone?

Bitdefender GravityZone addresses the needs of the most demanding enterprises by providing cross-platform security for physical
desktops and servers, virtualized endpoints, mobile devices, Exchange mail servers and using our newest product, Bitdefender
Hypervisor Introspection (HVI), is able to protect XenServer hosts against targeted attacks.
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Components

GravityZone Enterprise Security architecture includes 1 management component and 5
Security Services:

- Security Services

*not available on GravityZone Business Security
**only available on GravityZone Elite Security and GravityZone Enterprise Security

Bitdefender

CONTROL CENTER

GravityZone Control Center is delivered as a virtual appliance, available in several different
formats compatible with the main virtualization platforms.

The GravityZone appliance can run one, several or all of the following roles:
Database
Update Server
Web Server (Web Console)
Communication Server

A GravityZone deployment requires running at least one instance of each role.

Depending on GravityZone roles distribution, you will run one to multiple GravityZone
appliances.

Bitdefender
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CONTROL CENTER

Additional GravityZone appliance roles:
* Role Balancer

Allows you to install multiple instances of the Communication Server role or Web Server role.

The built-in Role Balancer role cannot be installed together with other roles on the same
GravityZone appliance.

3rd party software or hardware Role Balancers can also be used.

Bitdefender

CONTROL CENTER

This mechanism allows installing multiple database instances across a distributed GravityZone
environment.

Primary
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Heartbeat
Secondary — Secondary

Bitdefender
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CONTROL CENTER

GravityZone Appliance Roles Nr. of deployments
Database At least 1, otherwise 3, 5, 7 for Replica Set
Update Server No more than 1
Control Center Web Server At least 1
Communication Server At least 1

Load Balancer Optional deployment

Bitdefender

GRAVITYZONE APPLIANCE

Q_.
anll
J_§

PORT
PORT 443 4369/6150

VMware vCenter Server

Windows Server

PORT 27017

RabbitMQ Sync Traffic
Database Traffic
Bitdefender = anagement / Integrations Traffic

Bitdefender
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GRAVITYZONE APPLIANCE

= License key validation

Iv2.bitdefender.com:443

Bitdefender Cloud
= Updates download _

. upgrade.bitdefender.com:80
Bltdefender download.bitdefender.com:80

CONTROL CENTER

Internal Network

Gateway
(External Address)

Bitdefender
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Endpoint Security (BEST) oo

BEST

Bitdefender Endpoint Security Tools
manages protection on the local endpoint
(physical or virtual)
Bitdefender

Security
Cloud

Bitdefender
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ENDPOINT PROTECTION

PORT
7081/ 7083 (L)

o Update Traffic

Scanning Traffic
Bitdefender Management Traffic (SSL)

ENDPOINT PROTECTION

Bitdefender 3 i Update Traffic

Bitdefender
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SECURITY FOR ENDPOINTS

The scanning engines are automatically set during Bitdefender Endpoint Security Tools packages
creation, letting the endpoint agent detect the machine's configuration and adapt the scanning technology
accordingly:

o o0& <

Local Scan Hybrid Scan Central Scan

*Central Scan is not available on GravityZone Business Security

Bitdefender

SECURITY FOR ENDPOINTS

Protects any number of Windows, Linux and Mac OS X systems.
Includes the following modules and roles:

Antimalware, Advanced Threat Control, Advanced Anti-Exploit, Hyper Detect (not available on GravityZone Business Security
and Advanced Business Security)

Firewall*
Network Protection* (web access control, application blacklisting, data protection, Network Attack Defense)
Device Control**
Application Control (application whitelist)** (available on Elite Security On Premise and Enterprise Security)
Encryption***
Patch Management ***
Power User**
Exchange Protection (not available on GravityZone Business Security)
Relay (not available on MAC OS)
EDR Sensor *not available for Linux and Windows Server 0S
**not available for Mac and Linux 0S
Bitdefender ***available for certain Windows and MAC OS and requires a separate license Add-on key

https://www.bitdefender.com/support/GravityZone-Protection-Layers-Availability-2399.html

Bitdefender
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BEST

Create under Network = Packages custom installation packages that can be used for remote
deployments or manual installations.

Settings that can be configured when creating custom installation packages:

Modules: Antimalware, Advanced Threat Control, Firewall, Content Control, Device Control, Power
User, Application Control, Encryption, Patch Management

Roles: Relay, Exchange Protection
Scan mode: Automatic or Custom (local, central or hybrid scan)
Settings: scan before installation, custom installation path, uninstall password

Deployer: specify the package communication settings (GZ Appliance or Relay)

Bitdefender

ENDPOINT SECURITY TOOLS

Hew E:

Tanern

You can create multiple custom installation
packages, that cover the different protection
needs of your endpoints and save them all under
the Packages Window.

Bitdefender
Network = Packages - New Endpoint Package Window

Bitdefender
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BEST Manual Installation

Bitdefender

BEST

Download the installation package from the Control Center
web console and run it locally.

* Theinstallation package must be run using administrator
privileges or under an administrator account

* Once BEST has been installed, the computer will show up
as managed in Control Center (Network page) within a few
minutes

Package Download

Bitdefender

Bitdefender
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BEST Remote Installation

Bitdefender

BEST

Endpoint Security can be installed remotely on Active Directory computers and on other computers
detected in the network.

 BEST uses to detect computers that are not in AD:
o automatic detection for BEST with Relay role
o manually start Network Discovery Task for BEST without Relay role

» Detected computers are displayed as unmanaged computers on the Network page

» Network discovery workflow and requirements:

Bitdefender

Bitdefender
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BEST

Select unmanaged computers under the Network
page and assign them Installation Tasks.

The installation task allows you to:

Run the deployment immediately or scheduled
Provide administrative credentials

Select Deployer (GZ Appliance or Relay)
Provide additional targets (IPs or hostnames)
Select installation package

Customize installation package

Bitdefender EE E

Install client task

BEST

Once Endpoint Security Tools has been installed, the computer will show up as managed in Control
Center, Network page = Computers and Virtual Machines, within a few minutes:

windows 7 Professional

Windows 7 Professional

Windows 7 Professional
Lirnm 192.168.230,14 Onling

‘Windows Server 2008 R2 Enterprice  102.168.230.131 13 May 2013, 15:08:03

Network = Managed Computers

Bitdefender

Bitdefender
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BEST

Once installed, BEST can be opened locally from the icon tray

Bitletender Endpoint Securlty Tools

Bitdefender

BEST

» Filters
* Scan and Update

*H Bitdeberdes Enclpoint Sacurity Toals Bitdederuder Fridpoint Securliy Tools

Y B < Y Sanl

[ F Ou are nrote -

Bitdefender
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BEST Relay

Bitdefender

SECURITY FOR ENDPOINTS

Special role of Bitdefender Endpoint Security Tools which installs an Update Server on the target
machine along with BEST client.

Provides the following additional functionalities:

+ Communication Proxy for the BEST clients installed in a remote office
» BEST installation package for remote deployments

* Network Discovery

* Local Update Server

Bitdefender

Bitdefender
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SECURITY FOR ENDPOINTS

Remote Office

Remote Office / Home Office Users

J_§

Bitdefender

AD Integration using BEST

(cloud console only)

Bitdefender

Bitdefender
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ACTIVE DIRECTORY INTEGRATION

The integration allows GravityZone to import the computer inventory from Active Directory (AD). This
way, you can easily deploy and manage protection on Active Directory endpoints. Integration is
performed through a managed endpoint called Active Directory Integrator.

Windoss 10 7o

BS ARUBLENCD

Bitdefender

ACTIVE DIRECTORY INTEGRATION

Removing the Integrator and Integration.

nvdaws 10 Pro

Remowve Active Directory Integraton

Bitdefender

Bitdefender
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Policies

Policies

Bitdefender protection can be configured and managed from Control Center
using security policies.

» A policy specifies the security settings to be applied on target network
inventory objects (computers, virtual machines or mobile devices).

+ After installation, network inventory objects are assigned the default
policy, which is preconfigured with the recommended protection settings.

You cannot modify or delete the default policy. You can only use it as a
template for creating new policies.

Bitdefender

Bitdefender
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POLICIES

Policies can inherit several modules settings from other policies

You can configure policy assignment to endpoints so that a policy can apply only in certain conditions,
based on location or logged-in user. Therefore, an endpoint can have multiple policies assigned to it
but only one active policy at one time

You can assign a policy to individual endpoints or to groups of endpoints

The policy applies only to the installed protection modules

Bitdefender

POLICIES

Assignment | Options | Description Priority

IP, Gateway Address, WINS Server Address, DNS Server
Location  Address, DHCP connection DNS suffix, Endpoint can resolve host, 1 or 2
Rule-based Endpoint can connect to GravityZone, Network type, Hostname

Users Active Directory Users lor2
Device-based Directly Assigned directly to endpoints or groups of endpoints 3

The priority for Rule-based policies can be changed in the Policies - Assignation Rules section

Bitdefender

Bitdefender
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POLICIES

Allow you to configure the Endpoint Security Tools settings:

General (display, update settings and uninstall password)
Antimalware (ATC, real-time protection and on-demand scan settings and HyperDetect)
Firewall (IDS settings)

Network Protection

Application Control (only Elite and Enterprise)

Device Control

Sandbox Analyzer (only Elite, Ultra and Enterprise)

Relay

Exchange Protection (not available in BS)

HVI (only Elite and Enterprise)

Patch Management (add-on license key)

Encryption (add-on license key)

Storage Protection (add-on license key OP)

Bitdefender

w Pk

Policies — New Policy Template

POLICIES

Policy Section Settings

General Settings Inheritance rules
Pop-up natifications, status alerts
Uninstall password, Power User password, Proxy Configuration
Endpoint communication assignment
Update settings

Antimalware On-access scan, Advanced Threat Control, On-Demand scan
Device scanning, Hyper Detect, Advanced Anti Exploit
Quarantine, Exclusions
Security Server assignment

Firewall Block Port Scans, ICS, IDS
Networks, Adapters
Firewall Rules

Bitdefender
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BEST

Control Center administrators can grant Power User rights to endpoint users via policy settings

The Power User module enables administration rights at user level, allowing the endpoint user to
access and modify security settings via a local console.

Control Center is being notified when an endpoint is in Power User mode and the Control Center
administrator can always overwrite local security settings.

Show
About
Langungs
Power Lcer

Bitdefender

POLICIES

Network Protection Traffic Scan Settings
Web access control and Applications Blacklisting
Data protection, Network Attack Defense
Application Control Scans for applications installed on the machines
Blacklists / Whitelists applications

Device Control Applies blocking rules and exceptions via policy to a vast range of device types
Can block devices such as USB Flash Drives, Bluetooth Devices, CD/DVD-Players, Storage Devices, etc.

Relay Communication between Relays, Cloud Services and GravityZone
Update Settings
Exchange Protection User groups

Antimalware filtering rules, Exclusions for Antimalware rules, On-demand scan tasks

Antispam filtering rules
Content Control filtering rules

Attachmentfiltering rules

Bitdefender

Bitdefender
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POLICIES

Policy Section Settings

Patch Patch Download Settings

Management

Automatic patch scan

Encryption Encryption Management
EDR Sensor Enable / Disable the EDR Sensor
Storage Protection ICAP / Exclusions

Bitdefender

POLICIES

Hyper Detect is a feature available in the GravityZone Elite / Ultra / Enterprise, which uses specialized
local machine models, behavior analysis techniques trained to spot hacking tools, exploits and malware
obfuscation techniques, in the pre-execution stage:

Targeted attack

Suspicious file and network traffic
Exploits

Ransomware

Grayware

Bitdefender

B3 HyperDetect

B Tenpe

Provection Level

5 and nebvork traffic

Extand raporting on highar kvals

Extend raporting on higha

Bitdefender
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POLICIES

Sandbox Analyzer provides a powerful layer of
protection against advanced threats by performing
automatic, in-depth analysis of suspicious files
which are not yet signed by Bitdefender antimalware
engines.

Bitdefender

POLICIES

The Volume Encryption module allows you to provide full
disk encryption by managing BitLocker on Windows O Volume Encryption
machines.

Open

Open i new window

Pinta Quick access
B Turn on BitLocke

Bitdefender

Bitdefender
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POLICIES

Security Servers can be configured as scanning service for
network-attached storage (NAS) devices and file-sharing
solutions compliant with Internet Content Adaptation Protoco
(ICAP).

Exclusions can be defined:
» By hash - you identify the excluded file by SHA-256 hash.
» By wildcard - you identify the excluded file by path.

Bitdefender

POLICIES

Allows you to configure the Security for Mobile Devices settings:

Scan settings, storage encryption (only for Android devices)
Compliance settings
Password settings
Configure Profiles

o Push Wi-Fi and VPN settings to mobile devices
o Enforce web access control

*Web Security is available only for Android 5 and
below.

Bitdefender Policies - New Policy Template

Bitdefender
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POLICIES

A mobile device is declared non-compliant in the following situations:

Device is rooted Device is jailbroken

Mobile Client is uninstalled from the device Mobile Client is uninstalled from the device

Mobile Client is not “Device Admin” The Mobile Client profiles are removed from the device
USB Debugging is enabled Policy not satisfied*

No location service is enabled on the device

Malware is not removed within 24h after detection

Policy not satisfied*

* - The user does not set the lock screen password within 24h after the first notification
- The user does not change the lock screen password at the specified time
- Storage encryption required but disabled in the device (Android only)

Bitdefender

POLICIES

Allows you to enable or disable the EDR Sensor

Bitdefender

Bitdefender
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System Requirements

GravityZone Appliance (On Premise)

Delivered as a virtual appliance in the following formats:

Environment Format
VMware vSphere, View, VMware Player OVA
Citrix XenServer, XenDesktop, VDI-in-a-Box XVA
Microsoft Hyper-V VHD

Red Hat Enterprise Virtualization OVF
Oracle VM OVF
Kernel-based Virtual Machine or KVM RAW

Bitdefender

Bitdefender
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GRAVITYZONE APPLIANCE

The hardware requirements of GravityZone virtual appliance vary with the size of your network and with the deployment
architecture you choose. For networks up to 3000 endpoints, you can choose to install all GravityZone roles on a single
appliance, while for bigger networks, you need to consider distributing the roles among several appliances. The resources
required by the appliance depend on the roles you install on it and whether or not you use Replica Set

Note

Replica Set is a MongoDB feature that maintains replication of the database, and ensures redundancy and high
availability of the stored data.

For more details, refer to MongoDB documentation and “Managing the GravityZone Appliance” chapter of the Installation Guide (p. 98).
Important
The measurements are a result of Bitdefender internal tests on a basic GravityZone configuration and

regular usage. Results may vary upon the network configuration, installed software, number of generated
events, etc.

For custom scalability metrics, please contact Bitdefender.

Bitdefender

GRAVITYZONE APPLIANCE

vCPU
The following table informs you of the number of vCPU each role of the virtual appliance requests. Each vCPU must be of minimum 2GHz

GravityZone basic features

Update Server*

Web Console**

Communication Server

Database*** 6

Total 8 22 6 6

* Recommended when no Relays are deployed.

** For each active integration, add one vCPU on the virtual appliance with Web Console role.

*** |n case of distributed installation of roles, along with Replica Set: for each additional Database instance, add the specified
number to the total amount.

Required RAM (GB)

GravityZone basic features

Update Server 2 2 3 3
Web Console* 16 10 10 12 16
Communication Server 10 12 16 20
Database** 8 8 8 8 12 12
Total 16 26 30 30 32 a3 51

* For each active integration, add one GB RAM on the virtual appliance with Web Console role.
** |n case of distributed installation of roles, along with Replica Set: for each additional Database instance, add the specified

Bitdefender number to the total amount.

Bitdefender
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GRAVITYZONE APPLIANCE

Component Direction Destination Description

Web Server Outbound Iv2.bitdefender.com License Validation

upgrade.bitdefender.com
Update Server Outbound ) Update download
download.bitdefender.com

A full list of ports can be found in the below link:

https://www.bitdefender.com/support/gravityzone-communication-ports-1132.html

Bitdefender

GRAVITYZONE APPLIANCE

Component Direction Source / Destination Description
443 Any Admin Web Console
4369, 6150 Communication Server RabbitMQ Messaging

27017 Database Server Database Access
389 Domain Controller AD Integration

Inbound

Web Console Server

Outbound )
443 vCenter Server vCenter Integration

4369, 6150 Communication Server RabbitMQ Messaging
8443 Any Agent Management Traffic

Inbound . .

Communication 4369, 6150 Web Server RabbitMQ Messaging
Server 27017 Database Server Database Access
Outbound . .

4369, 6150 Web Server RabbitMQ Messaging
Inbound 27017 Any Database Access

Database Server
Outbound N/A N/A N/A

Bitdefender
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CONTROL CENTER

Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+, Microsoft Edge 20+, Opera
16+

Recommended screen resolution: 1280x800 or higher

Network connectivity to the GravityZone appliance with the Web Server role installed

Bitdefender

ENDPOINT PROTECTION

Windows Operating Systems:

Workstation OS Server OS Tablet & Embedded OS*
Windows 10 Anniversary Update and Above Windows Server 2016 and 2019 / Core  Windows Embedded 8.1 Industry

Windows 10 TH2 Windows Server 2012 R2 Windows Embedded 8 Standard
Windows 10 Windows Server 2012 Windows Embedded Standard 7
Windows 8.1 Windows SBS 2011 Windows Embedded Compact 7
Windows 8 Windows SBS 2008 Windows Embedded POSReady 7
Windows 7 Windows Server 2008, 2008 R2 Windows Embedded Enterprise 7
Windows Vista SP1* (EOS)* Windows SBS 2003 (EOS)* Windows Embedded POSReady 2009*
Windows XP SP3 (EOS)* Windows Server 2003 R2 (EOS)* Windows Embedded Standard 2009*
Windows XP SP2 64 bit (EOS)* Windows Server 2003 SP1 (EOS)* Windows XP Embedded SP2 (EOS)*
Windows Home Server* Windows XP Tablet PC Edition (EOS)*

*Limited Support
Bitdefender

Bitdefender
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ENDPOINT PROTECTION

Mac and Linux Operating Systems:

Mac OS Linux OS

macOS Mojave (10.14.x) Red Hat Enterprise Linux / CentOS 6.0 or higher
macOS High Sierra (10.13.x) Ubuntu 12.04 or higher

macOS Sierra (10.12.x) SUSE Linux Enterprise Server 11 or higher

0S X El Capitan (10.11.x) OpenSUSE 11 or higher

0S X Yosemite (10.10.5) Fedora 16 or higher

0S X Mavericks (10.9.5) Debian 7.0 or higher

0S X Mountain Lion (10.8.5) Oracle Linux 6.3 or higher

Bitdefender

ENDPOINT PROTECTION

On Linux systems, on-access scanning has limitations:

Linux Distribution On-access scanning support

2.6.38 or higher All supported On-access scanning monitors mounted network
shares only under these conditions:
« Fanotify is enabled on both remote and local
systems
* The share is based on the CIFS and NFS file
systems.

All kernels All supported systems On-access scanning is not supported on systems
with DazukoFS for network shares mounted on paths
already protected by the On-access module.

Ubuntu 12.04 On-access scanning is not supported.

Fanotify and DazukoFS enable third-party applications to control file access on Linux systems.
For any other distribution or kernel version you need to manually compile the DazukoFS module.

Bitdefender
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ENDPOINT PROTECTION

Endpoint browser security is compatible with the following browsers:
Internet Explorer 8+
Mozilla Firefox 30+

» Google Chrome 34+

» Safari 4+
Microsoft Edge 20+

* Opera?2l+

Bitdefender

ENDPOINT PROTECTION

Intel® Pentium compatible processor:
Workstation Operating Systems

1 GHz or faster for Microsoft Windows XP SP3, Windows XP SP2 64 bit and Windows 7 Enterprise (32
and 64 bit)

2 GHz or faster for Microsoft Windows Vista SP1 or higher (32 and 64 bit), Microsoft Windows 7 (32
and 64 bit), Microsoft Windows 7 SP1 (32 and 64bit), Windows 8/8.1, Windows 10

+ 800 MHZ or faster for tablet & embedded OSes

Server Operating Systems

*  Minimum: 2.4 GHz single-core CPU

» Recommended: 1.86 GHz or faster Intel Xeon multi-core CPU

Bitdefender
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ENDPOINT PROTECTION

RAM Memory Required at Installation (MB):
SINGLE ENGINE
Local Scanning Hybrid Scanning Central Scanning
AV Only  Full Options AV Only  Full Options AV Only  Full Options
Windows 1024 1200

Linux 1024 1024
Mac 1024 1024

Bitdefender

ENDPOINT PROTECTION

RAM Memory for Daily Usage (MB):

Antivirus (Single Engine) Protection Modules

Behavioral Content Power  Update

Local Hybrid Centralized Scan Firewall Control User

Windows 75
Linux 200
Mac 300

Bitdefender
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ENDPOINT PROTECTION

Free HDD Space:
SINGLE ENGINE DUAL ENGINE

Centralized + Centralized +
Local Scanning | Hybrid Scanning

Full
AV Only  Options

Local Scanning Hybrid Scanning | Central Scanning

AV Full AV Full A\% Full AV Full
Only Options  Only Options Only Options Only  Options

Windows 1024 1200 500 700 350 570 1024 1200 500 700
Linux 1024 1024 400 400 250 250 1024 1024 400 400
Mac 1024 1024 n/a n/a n/a n/a n/a n/a n/a n/a

At least 10 GB free disk space is required for entities with Bitdefender Endpoint Security Tools Relay role, as they will store all
updates and installation packages locally.

At least 100 GB needed for patch management cache server.

Bitdefender

ENDPOINT PROTECTION

Platform RAM Disk Space
Windows 6-16 MB (~10 MB for GUI)* 24 MB
Linux 9-10 MB 10-11 MB

*When Silent Mode is enabled, Bitdefender Endpoint Security Tools graphical user interface (GUI) is not
loaded automatically at system startup, freeing up associated resources.

Bitdefender

Bitdefender
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ENDPOINT PROTECTION

VMware vSphere 6.5, 6.0, 5.5, 5.1, 5.0, 4.1 with VMware vCenter Server 6.5, 6.0, 5.5, 5.1, 5.0 or 4.1
VMware Horizon/View 7.1*, 6.X, 5x

VMware Workstation 11.x, 10.x, 9.x, 8.0.6

VMware Player 7.x, 6.X, 5.x

Citrix XenServer 7.0, 6.5, 6.2, 6.0, 5.6 or 5.5 (including Xen Hypervisor)

Citrix XenDesktop 7.9, 7.8, 7.7,7.6,7.5,7.1,7,5.6, 5.5, 5.0

Citrix XenApp 7.9, 7.8, 7.6, 7.5, 6.5

Citrix VDI-in-a-Box 5.x

Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2 or Windows Server 2008 R2, 2012, 2012 R2 (including
Hyper-V Hypervisor)

Oracle VM 3.0
Oracle VM VirtualBox 5.2, 5.1
Red Hat Enterprise Virtualization 3.0 (including KVM Hypervisor)

Bitdefender

ENDPOINT PROTECTION

ESXi 6.0, 5.5, 5.1, 5.0 (build 474610 or higher), 4.1 (build 433742 or higher)
vCenter Server 6.0, 5.5, 5.1, 5.0, 4.1
vShield Manager 5.5.4-3953973 or higher

vShield Endpoint installed by vShield Manager on the host/hosts protected by Security for Virtualized
Environments

VMware Tools 8.6.0 build 446312 or higher installed on the protected virtual machines in the complete
mode or with the vShield Endpoint driver selected under VMCI in custom mode.

Bitdefender
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ENDPOINT PROTECTION

ESXi 5.5+ for each server
vCenter Server 5.5+

NSX Manager 6.2.4+
VMware Tools 9.1.0+

Bitdefender

ENDPOINT PROTECTION

Component Direction Source / Destination Description
Security Server Scanning Traffic
Security Server Scanning Traffic over SSL
Communication Server Management Traffic
BD Endpoint Outbound Update Server Update Download

Security Tools
. Update Download for the
Staging / Update Server Staging Environment

Package Download During
Install Operation

Update Server Update download
Communication Server Management Traffic
Any Scanning Traffic
Any Scanning Traffic over SSL

Web Server

Outbound

Security Server
Inbound

Bitdefender
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SECURITY FOR MOBILE DEVICES

Supports the following types of mobile devices and OS:

* AppleiPhone and iPad tablets (iOS 8.1+)

» Google Android smartphones and tablets (2.3+)

Mobile devices must have an active cellular data or Wi-Fi connection and connectivity with the
Communication Server.

Bitdefender

SECURITY FOR MOBILE DEVICES

8443 HTTPS port used by the client to connect to GravityZone

Apple Push Notification service (APNSs) ports. Ports 2195 and 2196 are used by the
Communication Server to communicate with the APNs servers. Port 5223 is used by
managed iOS devices to communicate with the APNs servers over Wi-Fi in specific
conditions.

2195, 2196, 5223

Google Cloud Messaging (GCM) ports. The Communication Server uses GCM to send

5228, 5229, 5230 e . ;
push notifications to managed Android devices.

Bitdefender

Bitdefender
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Report Builder

(Only available on Enterprise Security)

Delivered as a virtual appliance in the following formats:

Environment Format
VMware vSphere, View, VMware Player OVA
Citrix XenServer, XenDesktop, VDI-in-a-Box XVA
Microsoft Hyper-V VHD
Red Hat Enterprise Virtualization OVF
Oracle VM OVF
Kernel-based Virtual Machine or KVM RAW

Report Builder requires running two instances of the Report Builder Virtual Appliance, one for each role.

Bitdefender

REPORT BUILDER

Required CPU:

Number of Endpoints

Virtual Appliance
1000 5000 | 10000 | 25000 | 50000

Database

Processors

Required RAM (GB):

Number of Endpoints

Virtual Appliance
250 1000 5000 | 10000 | 25000 | 50000

Database
Processors

Bitdefender
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REPORT BUILDER

Required HDD Space (GB):

: : Number of Endpoints
Virtual Appliance

Database* 15 20 50 90 210 400
Processors** 50 200 1000 1950 4800 9500

*disk usage is provided for events stored for one year

**disk usage is provided considering 10 reports / month on average, with a subset of 15 columns each

Bitdefender

SECURITY FOR MOBILE DEVICES

8443 HTTPS port used by the client to connect to GravityZone

Apple Push Notification service (APNSs) ports. Ports 2195 and 2196 are used by the
Communication Server to communicate with the APNs servers. Port 5223 is used by
managed iOS devices to communicate with the APNs servers over Wi-Fi in specific
conditions.

2195, 2196, 5223

Google Cloud Messaging (GCM) ports. The Communication Server uses GCM to send

5228, 5229, 5230 e . ;
push notifications to managed Android devices.

Bitdefender
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GravityZone Appliance Deploynféﬁ:f”"

Required Components

» GravityZone virtual appliance

— available as OVA, XVA, VHD, OVF or
RAW template for compatibility with
the main virtualization platforms

Other components of the GravityZone
security solutions can be remotely
installed or downloaded from the
Control Center

Bitdefender
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Appliance Deployment

1. Download the GravityZone Appliance compatible with your virtualization platform:

https://download.bitdefender.com/business/GravityZoneEnterprise/Current/

&« C 1Y @& Secure | hitps://download.bitdefender.com/busin

Index of /business/GravityZoneEnterprise/Current|

31-Jul-2017 14:49
27-Apr-2817 19:51
18-Dec-2817 @9:23
18-Dec-2817 @9:23
18-Dec-2817 @9:23
18-Dec-2817 @9:23
18-Dec-2817 @9:23
18-Dec-2017 09:23
18-Dec-2017 09:23
18-Dec-2017 09:23
18-Dec-2017 09:24

18-Dec-2017 09:24
18-Dec-2017 09:24
18-Dec-2017 09:24

Bitdefender

Appliance Deployment

2. Deploy the GravityZone virtual appliance image in your virtualized environment

» Depending on how you prefer to distribute Control Center server roles, you will
need to deploy at least one GravityZone appliance

* Make sure this VM is configured so that it has access to the internet
* The GravityZone VM is configured by default to get IP addresses using DHCP.

Configure the DHCP Server to allocate same IP address or use static IP addresses
for this VM

Bitdefender
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Appliance Deployment

Power on the appliance

From your virtualization management tool, access the interface of the GravityZone
appliance

Configure the password for the built-in bdadmin system administrator (UNIX =
bdadmin)

GravityZone Appliance Terminal

Bitdefender

Appliance Deployment

6. Log into the appliance using the bdadmin/UNIX password

7. The appliance can be configured from the Appliance Options menu

Appliance Options

Flease login onfigure Hostnam t
Password for hdadmin user: Configure Networ ings
Configure Proxy Settings
Automatic i

Bitdefender
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CONTROL CENTER

The default interface language is English.

Available languages: English, French, Spanish, German, Polish, Romanian, Portuguese, Italian,
Russian

Changing the interface language will also change the keyboard layout accordingly!

= You may encounter issues specifying the password for the built-in administrator considering
that this was initially configured using an English keyboard layout

Configure Language
Current: en_U3

Bitdefender

CONTROL CENTER

Communication with the GravityZone roles is performed using IP address or DNS name of the
appliance they are installed on.

= by default, GravityZone components communicate using IP addresses

Appliance Options

Conflgure hostname
——— - Configure hostname (the domain name is used to build the
Cont izure Hos tings| FEON )

Configure Proxy Settings [

Hostname

Automatic Installation Domain

Advanced Settings
Confizure Language

<Cancel>

. GravityZone Appliance CLI — Configure Appliance Hostname
Bitdefender
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The appliance is configured to automatically obtain network settings from the DHCP server

To manually configure network settings:

Go to Configure Network Settings = select ethO0 2 choose Configure network settings manually 2>
specify required information:

etho etho
Network Configuration for etho Hanual IP Configuration

1P '
Netmask

Gateway

Frimary DNS

Secondary DNS

Co set s uzlly
obtain network i utomatically wia DHCP
Show IP information

Show link status

< Back » <Cancel>

GravityZone Appliance CLI - Manual IP Configuration
Bitdefender

CONTROL CENTER

If the network configuration requires a proxy server for connecting to the internet, configure the
proxy settings:

Appliance Options

configure Hostname Settings .
Settings Eremolies
= [http|https]:// [username [:password] V@] address:part

ettings =
Sl A Leave empty to disable proxy

Advanced Settings
Configure Language -

< ok 5] <Cancels

GravityZone Appliance CLI - Configure Proxy Settings

Bitdefender
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Automatic Installation:

« Installs all GravityZone Roles on the same appliance (all-in-one installation)
» The Security Server will also be installed together with the management roles on the appliance
=> available to use only if your license key allows it

» Recommended only for small environments

HYPERVISOR

Bidetender R

Automatic Installation = All-In-One Installation

CONTROL CENTER

Automatic Installation:

+ Select Automatic Installation from the main menu of the appliance to start the roles installation:

Bitdefender one Virtual Appliance

Appliance Options

Configure Hostname Settings
Configure Network Settings
Confi e P ttings
futomatic Ins t
fAidvanced Setting

Configure Language

Bitdefender GravityZone Appliance CLI — Automatic Installation
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Manual Installation:

* Manual installation options available under the Advanced Settings menu

* Thefirst role that needs to be installed in a new GravityZone deployment is the Database server
role

A prompt to setup the database password will appear

er GravityZone Virtual Appliance Bitdefend

Advanced Settings
Advanced Settings

| WlTnstall /Uninstall Roles
2 Connect to Existing Database

|

<Cancel»

< Back >

. GravityZone Appliance CLI — Database Server Installation
Bitdefender Y PP

CONTROL CENTER

Manual Installation:

Once the Database Server has been installed, you can install the other roles by choosing Add or
remove roles from the Install / Uninstall Roles appliance menu

During installation, required files for the Communication Server and Web Server need to be
downloaded from the internet

= installation takes more time if the internet connection is slow

n Ter
[ 1 update Update Server

[1 ecs Communication Server
[ 1 console HWeb Console

<Cancely

Bitdefender
GravityZone Appliance CLI - Install / Uninstall Roles
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Cluster Deployment (distributed roles installation):

Install the Database Server role on the first appliance and configure all other appliances to
connect to the existing database instance.

go to Advanced Settings = Connect to Existing Database in the appliance menu and enter the
address of the existing database server (a prompt for the database password will appear):

Advanced Settings
Advanced Settings

1 Install/Uninstal
| Bconnect to Exist atabacel Database server address,
"host1[:port1] [,host2[:port2], ... [,hostM[:portN]]]"

192.168.25.135

<Cancel>

< Back >

Bitdefender GravityZone Appliance CLI — Connect to Existing Database Server

CONTROL CENTER

GravityZone virtual appliance requires Internet access for the Bitdefender repositories.
If Internet access cannot be allowed:
1. Configure a separate Bitdefender local Update Server in your organizations DMZ to mirror the repositories

2. Configure the initial GravityZone appliance to access the local Update Server configured at step 1 and
download packages and their updates from there

Syntax: http://<IP/Hostname>:7074

dvanced BEttings Update Serwer
Update Server Configuration

i | Wchow update address)
Lonfipre Rl Ralancars 2 Configure update address
3 Update repositories

< Back >

Bitdefender
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After connection to an existing database, select the Advanced Settings = Configure Role Balancers option to install built-in load
balancers or to specify external balancers to be used

= the built-in balancers cannot be installed together with other GZ roles on the same appliance
You have to specify the roles you want to balance: Communication Server, Web Console or both

To specify external balancers (software or hardware), use the following syntax for each role to be balanced:
http(s) ://<IP/Hostname>:<Port>

Advanced Settings
Advanced Settings

Configure Role Balancers
. Role Balancer Configuration

1

2 Install Security Server

3 Connect to Existing Database
4 Update Server
1 Ro

< Back >

< Back >

Bitdefender

CONTROL CENTER

Enable the use of a database replica set instead of a single-server database instance in a distributed GravityZone
Environment:

1. Install the Database Server Role on the first GravityZone appliance and enable Replica Set

2. Add replica set members by installing the database role to the other GravityZone instances in the same
GravityZone environment

= you need at least 3 GravityZone instances installed in your network

= add up to seven database role instances as replica set members (MongoDB limitation)

[
Advarcmd feti logs

e
- e Ruls Bslancers
1 Tk

08 420 sant to prosesd!

Bitdefender
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To be able to manage mobile devices when they are not directly connected to the company network
(via Wi-Fi or VPN), configure port forwarding on the corporate gateway for the appliance running the
Communication Server role and specify the external address to be used for MDM:

https://<IP/Domain>:<Port>

Appliance Options

Configure Hostname Settings HDM Communication Server
Configure Network Settings MOM Server Configuration

unica
Advanced Settings

configure Language

1 Show MDM Server external address
C £ HDH rnal ad

< Back >

Bitdefender

Bitdefender
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GravityZone Deployment Sb’gr" arlios n

DEPLOYMENT SCENARIOS

HYPERVISOR

Bitdefender

Bitdefender



GravityZone Basics
HandBook

DEPLOYMENT SCENARIOS

Staging is available only on GravityZone Enterprise Security

HYPERVISOR

Bitdefender

DEPLOYMENT SCENARIOS

HYPERVISOR

Bitdefender

Bitdefender
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DEPLOYMENT SCENARIOS

HYPERVISOR

Bitdefender

DEPLOYMENT SCENARIOS

HYPERVISOR HYPERVISOR

Bitdefender
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DEPLOYMENT SCENARIOS

HYPERVISOR HYPERVISOR

Bitdefender

DEPLOYMENT SCENARIOS

HYPERVISOR

Bitdefender
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Control Center Configuratioh

CONTROL CENTER

1. Access the Control Center web interface:

— Using aweb browser, access the Control Center web interface by connecting to the IP
address of the appliance with the Web Console role installed:

https://<IP/Hostname>

Bitdefender

Bitdefender
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CONTROL CENTER

2. Authenticate to Control Center using your Bitdefender account:
— provides easy access to Bitdefender help & support services

— stores your Bitdefender GravityZone license keys

FProduct Registration

Enter MyBitdefender Credentials

Uzamama:

. Control Center web interface — My Bitdefender authentication
Bitdefender

CONTROL CENTER

3. Provide the license keys required for validating the purchased GravityZone security services:

— atleast one valid license key must be provided to start using GravityZone

Product Rogistration

Bitdefender Control Center web interface — Enter License Keys

Bitdefender
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CONTROL CENTER

4. Provide the company details and create a
company administrator account

Bitdefender )
Control Center web interface — Create Accounts

CONTROL CENTER

If needed go trough the essential tips screen and the Control Center is ready to configure and use

Bitdefender
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1. Configure Mail Server settings:

Specify settings for an external mail server if you want to receive e-mail notifications from
Control Center

Bitdefender Control Center web interface — Mail Server Settings

CONTROL CENTER

2. Configure Proxy settings:

Specify settings for an proxy, with or without authentication

Bitdefender Control Center web interface — Proxy Settings

Bitdefender
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Miscellaneous settings:
* What happens when an unavailable Security Server image or Endpoint Security kit is needed

= Security Server and Endpoint Security kits are not included by default in the GravityZone appliance
Number of concurrent deployments (default = 10)
Basic deployment method — SSH or API
NTP Server address (default = pool.ntp.org)
= UDP port 123 must be open
Syslog Server configuration
= send notifications to a logging server that uses Syslog protocol
* Mobile push notification check

Bitdefender

CONTROL CENTER

4. Backup:
+ To make sure all your Control Center data are safe, backup the GravityZone database.

You can manually run as many database backups as you want, or you can schedule periodic
backups to run automatically at a specified time interval.

Information on how to restore from backup

Mol Server  Promy  Misocllaneous  Beckun  Actve Directory Domeims Vatuohzation  Certifcstes

Fired hiow yious can restare 3 0B Backug in case of Fallure at

Bitdefender
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5. Configure Active Directory Integration (1/2):

+ If available, you can synchronize the Control Center with multiple Microsoft Active Directories

Mai Server Frowy  Miscellneous Backap  Active Directosy Damaine  Virtsalzation  Certfficates

Bitdefender Control Center web interface — Active Directory Synchronization

CONTROL CENTER

5. Configure Active Directory Integration (2/2):

Users within the security groups specified by the access permission rules, can now access
GravityZone Control Center with their domain credentials.

Bitdefender Control Center web interface — Active Directory Access permissions
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6. Configure integration with virtualization management tools (1/6)

» Control Center can integrate with VMware vCenter Server, Citrix XenServer, Nutanix and

Amazon EC2

You can add multiple virtualization management tools to the Control Center (multiple

vCenter Servers and XenServers)

NiallServer  Proxy  Miscellaneoe

Backup At Diectory Gomems  Virtus kst

Hostnane

Bitdefender

Control Center web interface — vCenter / XenServer / Nutanix / Amazon EC2Synchronization

CONTROL CENTER

6. Configure integration with virtualization
management tools (2/6):

« vCenter Server integration

* Integration with VMware vShield or
NSX is optional

Bitdefender

id vCanler Sarver

v Datalle

Control Center — vCenter Server integration
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6. Configure integration with virtualization

management tools (3/6): by

« XenServer integration

Bitdefender . ‘
Control Center — XenServer integration

CONTROL CENTER

6. Configure integration with virtualization
management tools (4/6):

Add Nutani Priem Elamaent

¢ Nutanix Prism Element

Bitdefender ] _ ]
Control Center — Nutanix Server integration
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6. Configure integration with virtualization
management tools (5/6):

« Amazon EC2

Bitdefender . .
Control Center — Amazon EC2 integration

CONTROL CENTER

6. Configure integration with virtualization
management tools (6/6):

Add Arure Integration

e Azure

Bitdefender
Control Center — Amazon EC2 integration
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7. Add certificates (1/2)

» Certificates for the GravityZone communication services can be added under the Certificates
tab

+ Certificates can be signed by your company (self-signed) or by an external Certificate
Authority (CA)

* Supported formats:
o PEM (.pem, .crt, .cet, .key),
o DER (.der, .cer),
o PKCS#7 (.p7b, .p7c),
o PKCS#12 (.p12, .pfx)

Bitdefender

CONTROL CENTER

7. Add certificates (2/2)

Certificate Description

Control Center Security Identify the Control Center web console as a trusted website in the web browser.

Endpoint - Security Server Ensures a secure communication between the security agents and the Security Server
Communication (Multi-Platform) they have assigned

Communication Server Needed to secure communication between the Communication Server and iOS mobile
devices

Apple MDM Push Required to ensure secure communication between the Communication Server and the
Apple Push Notifications service (APNs) servers when sending push notifications

iOS MDM Identity and Profile Signing  Used by the Communication Server to sign identity certificates and configuration profiles
sent to mobile devices

iOS MDM Trust Chain Needed to ensure that iOS mobile devices trust the Communication Server certificate and
the iOS MDM lIdentity and Profile Signing certificate

Bitdefender
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Control Center Update

CONTROL CENTER

The Update Server Role is designed to serve as the centralized update distribution point for the
GravityZone deployment.

+ Downloads all available GravityZone updates from the Bitdefender update servers

+ GravityZone components can be configured to download all updates from the local update
server instead of the internet

Bitdefender
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Check the current GravityZone version and update the GravityZone appliances (if an update is
available) under the Update page = GravityZone Update tab

. Control Center — GravityZone Update
Bitdefender 4 P

CONTROL CENTER

View information about the existing GravityZone component packages under the Update page >
Components tab

+ Download installation packages you plan to install in your network or update existing packages

i.e.. If you plan to protect a VMware virtualization environment with vShield, you should
download the package.

If you plan to protect a Citrix Xen virtualization environment, download the
package.

Bitdefender
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The Update Server configuration can be edited under the Update page 2 Components tab 2>
Settings

Update Server is configured to check for and download updates from
upgrade.bitdefender.com:80

Updates are published in the network through port 7074

Use the following syntax when configuring clients to download updates from the local Update Server:

<update_server IP>:7074

Bitdefender

CONTROL CENTER

By default, the Update Server downloads updates from the Internet every hour

= Bitdefender recommends not to change the default Update Server settings:

Update Server Seftings

Bitdefender

Control Center — Update — Components — Update Settings
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Staging enables you to test newer kits or product updates in an enclosed and controlled environment
before publishing them in your production network

Staging can be enabled under the Update page > Components - Settings

Update Server Settings

Enable Staging
Production Server Configuration
Packages Address: download.bitdefender.comy/SMB/Hydr
Update Address: * ungrade.bitdefender.com:80
7074

102.168.230.181

Bitdefender
Update — Components — Update Settings

CONTROL CENTER

. The Update Server must be installed alone on the virtual appliance.

If you have the Update Server together with other roles on the appliance, uninstall it and reinstall it
again on another GravityZone appliance

2. The Update Server appliance virtual disk must be of at least 120 GB
3. The Web Console appliance virtual disk must be of at least 120 GB

Bitdefender
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Update Server Settings

Enable Staging

Production Server Configuration

Packages Address: * download. bitdefender.comy/SMB/Hydr

Registition serér gatewdf role

Staging Server Configuration

Port: - 7077

P 192.168.230.181
Packages

Automatically download security server kits
Automatically download endpint kits
Keep maximum (Kits) 4 E

Products Update

Automatically download updates

Keep maximum (updates) 4

Bitdefender

Update — Components — Update Settings

CONTROL CENTER

Action Description Availability
Download Get the package or update on your GravityZone appliance Packages & Updates
Publish Make it available for the production environment Packages & Updates
Add to staging Make update available to the staging / test environment* Updates

Delete Delete package or update from the GravityZone appliance Packages & Updates

*Theiterifegd&taging environment is user created

Bitdefender
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. Download the package you want to test on your GravityZone appliance

. Save the package to disk

. Configure package settings in the package configuration windows that will be displayed
. Install the kit on testing endpoints

. Monitor behavior

. If the package installs successfully and the endpoints have normal behavior, publish the package to
the production environment

Bitdefender

CONTROL CENTER

. Configure the test environment to get updates from the Staging Server:
<update_server_IP>:7077 (default port for staging updates)

. Select an update you want to test

. Download the update to your GravityZone appliance

. Select the downloaded update and click the Add to staging action

. Monitor behavior

. If the update installs successfully and the endpoints have normal behavior, publish the update to the
production environment

Bitdefender
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CONTROL CENTER

GravityZone Security Services can be licensed as a bundle or separately
At least one valid license key must be provided for using GravityZone

+ Each license key will be checked on the Bitdefender servers

If the GravityZone appliance does not have internet access you will need to use offline registration

Bitdefender
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To enter a new license key or view the current license details, go to the Configuration 2 License page
Licensing options:

« Subscription for 1, 2 or 3 years
« Bundle or 1license key per security service

* Unlimited no. of units

# of VDI and # of VS or
# of CPUs (sockets)

Security for Endpoints Per # of physical Endpoints # of Workstations and # of Servers
Security for Mobile Devices Per # of Mobile Devices

Security for Virtualized Environments  Per # of VMs or # of CPUs

Security for Exchange Per # of Mailboxes

Add-on keys for Encryption and Patch
Management

Bitdefender

Bitdefender
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Dashboard

DASHBOARD

» The console dashboard provides you with an overview of the security status of your systems.

» Allows you to quickly identify any issues that might require your attention.

Fully customizable portlets = users can select the target computer groups for portlets and the
information to be displayed.

Bitdefender

Bitdefender



GravityZone Basics
HandBook

DASHBOARD

The Control Center provides access to the Tools area:

Sandbox Analyzer manual submission (Elite)

Bitdefender

DASHBOARD

By pointing to the username in the upper-right

corner of the console, you will be able to access the PR ERT
options below:

My Account

My Account

. Credentials Manager
Credentials Manager

Help & Support Help & Support
Feedback

Logout

Feedback

Logout

Bitdefender
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DASHBOARD

By pointing to the username in the upper-right corner of the console, you will be able to
access the options below:

My Account

Integrations My Account
H My Company
Credentials Manager

Integrations

Help & Support

Credentials Manager

FeedbaCk Help & Support

Feedback

Logout

Logout

Bitdefender

DASHBOARD

The account details and API keys can be configured:

Username, Account type, Full name, Email *  APlkeys

Time zone, Language, Session Timeout . Preferences

Bitdefender
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Company details:

«  Company details «  License key «  Partner information

Logo «  Add-on key «  Partner change

Bitdefender

DASHBOARD

The GravityZone console can integrate with:

* ConnectWise
Amazon EC2

» Microsoft Windows Defender ATP

Bitdefender
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DASHBOARD

Setup credentials for Operating System, Virtual Environment, Exchange

= Format must be username@domain when deploying through a Relay

v el Eineeest Exchange

DASHBOARD

Clicking on the Notifications Bell =» Notifications Cogwheel, allows the user to setup the Control
Center notifications

Wecone BOT + @ &
Matifications

GravityZone Update

Bitdefender

Bitdefender




GravityZone Basics
HandBook

DASHBOARD

» Documentation, Support, Tools » Customer feedback

Bitdefender

DASHBOARD

My Company:

+ License key

* Add-on key

Bitdefender
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Network

NETWORK

» Computers and Virtual Machines
» Virtual Machines

* Mobile Devices

* Custom Groups

+ Deleted

* Filters

Bitdefender
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NETWORK

Depending on status and type the network view will populate with the endpoints, with or without
BEST installed

Bitdefender

NETWORK

Tasks are related to the GravityZone Security Services and differ based on the type of network
objects

Available Tasks for each Security Service:

Bitdefender
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NETWORK

Network view options

NETWORK

Network view options
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Packages

PACKAGES

Lists the default and custom installation packages for Endpoint Security Tools and Security Server.

Allows you to create custom installation packages according to your security requirements.

Bitdefender
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PACKAGES

+ The Add option allows the user to create the packages with specific modules, roles and settings

+ The Download option allows the user to download the packages locally (Windows, Linux, MAC)

Bitdefender

Bitdefender
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Tasks

TASKS

Administrative tasks can be ran remotely on network objects (computers, virtual machines or
mobile devices)

View and manage tasks on the Tasks page:

Bitdefender
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Incidents

DASHBOARD

The incidents area is displayed above the portlets.

Bitdefender
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INCIDENTS

GravityZone ATS integrates layered next-gen endpoint protection and easy-to-use EDR platform to
protect against even the most elusive cyber threats. It contains two major components:

* The EDR Sensor, that collects, process, and reports endpoint and application behavior data.

* The Security Analytics, a backend component used to interpret metadata collected by the EDR
Sensor.

DITTUOETETTUET

INCIDENTS

The Incidents page lists security events with the following filtering options:

« Confidence Score - This context is based on the attack indicators, and MITRE Techniques, if applicable. The default range is set
from 100 to 10.
Status (Open, Investigating and Closed) - Once closed, a security event will no longer be updated.

Attack Indicators - Filter security events by attack indicator. The option changes dynamically, based on the attack indicators
found in the listed security events.

MITRE Techniques (MITRE ATT&CK knowledge base) - Filter security by MITRE's ATT&CK knowledge base, if applicable. The
options change dynamically, based on the techniques found in the listed security events

Search filter - Use the search filter at the action bar to enter filenames, IP addresses, hostnames, or I0Cs

*Click About to open MITRE's Technique Matrix in a new tab.
Bitdefender

Bitdefender




GravityZone Basics
HandBook

INCIDENTS

* Threats - This card is triggered by minor security events that can be resolved easily.

» Incidents - This card is triggered by major security events that require your attention.

*The cards include information such as the type of action that was performed, origin of attack, attack vectors and other indicators
of compromise (IOCs) tied to the security event.

*Remediation solutions become available based on the analyzed metadata. Furthermore, Sandbox integration allows for further
investigation against security threats.

Bitdefender

INCIDENTS

This area provides more detailed information and remediation actions that you can take.

You can view the following information:

+ Security event description and tags.

© Security Event Map

* Node Details

Use the following tabs

to investigate security events:

* Graph
* Events

Bitdefender
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INCIDENTS

«  Summary

In the Summary tab you can investigate security events and take actions. Security events are briefly described at the beginning of the
tab.

+ Timeline
Use Timeline to view timestamped detections in a chronological order.

* Take Action

Quick Reaction - Kill, Quarantine or Patch Install

Isolate - isolates the endpoint from the network while retaining communication with GravityZone services.
Investigate - external analysis through Virus Total, Sandbox and Google

Network Action - Add to Blocklist and Add Exception

Note: Actions are available if the corresponding module is also installed. Ex: Patch install requires Patch Management.

Note: For more details, refer to the GravityZone Guide, starting from page 231.

Bitdefender

INCIDENTS

* View and edit blocklisted files

» Add items to the blocklist based on MD5 or SHA256 hashes for the whole company or specific targets.

File Hash

Bitdefender
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INCIDENTS

The Search page allows you to go through past events based on complex criteria.

_
GravityZone

Dashboard

ENDPOINT EVENT NAME

Bitdefender

INCIDENTS

To view the events you are interested in, you must build queries using the query language available in
GravityZone.

The query language provides the vocabulary (fields and
operators) and the syntax with which you can build queries.
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Allows you to enable or disable the EDR Sensor to continuously monitor endpoint
activity such as running processes, network connections or registry changes.

Bitdefender

INCIDENTS

GravityZone Ultra integrates layered next-gen endpoint protection and easy-to-use EDR platform to protect
against even the most elusive cyber threats. It offers:

Prevention
+ Automated detection
Investigation and response tools

Bitdefender
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Hyper Detect

POLICIES

Hyper Detect is a feature available in the GravityZone Elite / Ultra / Enterprise, which uses specialized
local machine models, behavior analysis techniques trained to spot hacking tools, exploits and malware
obfuscation techniques, in the pre-execution stage:

» Targeted attack

+ Suspicious file and network traffic
» Exploits

* Ransomware

* Grayware

Bitdefender
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HYPERDETECT

Hyper Detect will be installed with the FileScan and
TrafficScan modules (supports HTTP and HTTPs
traffic).

The installation will be made silently via product
update and there is no need to reconfigure the client
in order to add this new feature.

files and nehyork iraffic

When a new GravityZone Elite license key is added in
web console, the Hyper Detect feature will be visible | - . -] Estandraperting om igh
under the Antimalware tab, by default, enabled in :
Report Only mode. It can be used as a visibility tool
to monitor the threat activity in the organization.
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SandBox Analyzer

SANDBOX ANALYZER

The Sandbox Analyzer page provides a unified interface for viewing, filtering and searching
automatic and manual submissions to the sandbox environment. The page consists in two main
areas: the filters and the submission cards.

Bitdefender
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SANDBOX ANALYZER

The submission cards are displayed by days, in reverse chronological order. Each card includes the
following data:

Analysis result

Sample name

Submission type

Hash (MD5)

ATT&CK techniques Managing Sandbox Analyzer
Severity score

Files and processes involved

Submission endpoint

Sandbox Analyzer instance (i.e. Cloud Sandbox)

Bitdefender

SANDBOX ANALYZER

Each submission card includes a link to the behavioral analysis report, if available. To open the
report, click the View button at the right side of the card.

The behavioral analysis report consists of two sections:

Submission details — includes general information about the sample, such as name, hash, result,
severity score, files and processes involved, the endpoint that submitted the sample, submission
type and time.

Behavior—displays all the security events captured during analysis

Note: If the analysis report is not needed anymore the submission card can be deleted from the list.
The analysis data will still be available in the Sandbox Analyzer Results (Deprecated) report

Bitdefender
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SANDBOX ANALYZER

B Sandvox Analyzer

Bitdefender

SANDBOX ANALYZER

From the Sandbox Analyzer > Manual Submission, you can send samples of suspicious objects to
Sandbox Analyzer, to determine whether they are threats or harmless files.

3

Note: Manual Submission is compatible with all web browsers required by Control Center, except
Internet Explorer 9.

Bitdefender
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SANDBOX ANALYZER

This page includes settings that apply per session, therefore you have to configure them each time you
make a submission.

+ Samples
— Files - You can select up to five objects that do not exceed 50 MB together.

— URL -fill in the corresponding field with any URL you want to analyze. You can submit to Sandbox
Analyzer only one URL per session.

+ Detonation Settings

- C(I)mmand-line arguments —The command-line arguments apply to all submitted samples during
analysis.

— Detonate samples individually - select the check box to have the files from bundle analyzed one by one.

Bitdefender

SANDBOX ANALYZER

Time limit for sample detonation (minutes) — allocate a fixed amount of time to complete the
sample analysis. The default value is 4 minutes, but sometimes the analysis may take more time.
If interrupted when incomplete, the analysis may contain inaccurate results.

Number of reruns allowed - in case of unexpected errors, Sandbox Analyzer tries to detonate the
sample as configured until completes the analysis. The default value is 2.

Pre-filtering — select this option to exclude from detonation samples already analyzed.

Internet access during detonation — during analysis, some samples require internet connection to
complete the analysis. For best result, it is recommended to keep this option enabled.

Bitdefender
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Upload General Settings
Detonation configurations

Time limit for sample detonation (minutes): *
MNumber of reruns allowed: =
Pre-filtering

Internet access during detonation

Bitdefender
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APPLICATION INVENTORY

Application Inventory shows all of the applications installed on endpoints that have the Application
Control module installed and enabled

Dashboard

Network
W Applications and groups

W All applications

Bitdefender
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APPLICATION INVENTORY

* The applications are grouped per categories

Uncertain applications and processes are stacked in the Ungrouped Applications and Ungrouped
Processes folders

Custom folders can be created

W Applications: and groups
& All applications
W Ungrouped apphications

W Ungrouped procasses

Bitdefender

APPLICATION INVENTORY

+ Test Mode - applications are not blocked. Reports will show applications what normally would
have been blocked.

» Create rules to block or whitelist specific applications.

Bitdefender
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Reports

REPORTS

Reports will be generated based on the information
stored in the product database.

Several different types of reports are available for each
GravityZone Security Service.

Can be generated on-demand or scheduled to be
generated later or at specific time intervals.

Custom reporting period available.

Can be sent by e-mail to the administrator or exported as
a *.pdf (Report Summary) / *.csv (Report Details).

Bitdefender
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QUARANTINE

Allows you to remotely manage quarantined files
Centralized management of quarantined files is available for:
Security for Endpoints: quarantined files stored locally on each managed computer

Security for Exchange: contains emails and attachments. The Antimalware module quarantines email
attachments, where as Antispam, Content and Attachment Filtering quarantine the whole email.

Security for Virtualized Environments (Multi-Platform): quarantined files stored locally on each
managed virtual machine

Security for Virtualized Environments (VMware vShield or NSX): centralized quarantine, files stored on
the Security Server appliance

=> files can be deleted or downloaded to a custom path

Note: Exclusions can be automatically added for the restored items

Bitdefender
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QUARANTINE

Cﬁntralized Quarantine (policy option) sends an archived copy of each local quarantined file to a network
share.

After enabling this option, each quarantined file from the managed_endpoints is copied and packed in a
passwc%_rd-%r?_}ected ZIP archive to the specified network location. The archive name is the hash of the
quarantined file.

Centralized Quarantine

Archive password: ‘ Click here to set the password

Confirm password: Please re-enter password

Share Path ‘

Share Usemname: ‘

Share Password: ‘

Note: The archive size limit is 100 MB. If the archive exceeds 100 MB, it will not be saved on the network shared location.

Bitdefender
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Accounts

You can create a custom user or add a user from Active Directory

* When adding a user from AD, user details are imported from AD and synchronized regularly
+ Users log in to Control Center using AD user password

A user can have one of the following roles:
Partner (Cloud Console only)
Company Administrator
Network Administrator
Security Analyst (create, edit and delete reports)

Custom (allows manual selection of user rights)

For every user you can restrict access to a specific GravityZone service or to specific areas of
the network

Bitdefender
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User Management

Specific to the On-Premises installation, once the integration with Active Directory is configured, access
permissions rules can be created based on AD security groups.

This allows GravityZone access management directly from AD.

Mad Serves  Progy Miscellanesus  Medp  Active Dbeclory  Certfloates

Domains  Access permissions

nter mass Far users within Ackive Direclory security graups

alngin.  bitest.iabjocal

Mccess Aube Mame Description Security Groop

Bitdefender

User Management

When creating a rule you need:

To set aname

Select a AD Security Group
Select the roles needed
Select the network section(s)
where the access is granted

Bitdefender
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Account Role Allowed Child Accounts User Rights

Company Administrator Company Administrators, Manage Solution
Network Administrators, Manage Company
Reporter Manage Users
Manage Networks
Manage Reports

Network Administrator Network Administrators, Manage Users
Reporters Manage Networks
Manage Reports

Security Analyst - Manage Reports

Custom Custom, depending on the Custom
selected User Rights

Bitdefender

ACCOUNTS

User Rights Description

Manage Networks Create and download installation packages; deploy Endpoint Security on
computers, Security Server on hosts, BD Tools on VMs; manage security
policies, tasks and quarantined files

Manage Users Create, edit or delete user accounts
View and Analyze Data Create, edit and delete reports
Manage Company Manage the GravityZone license keys and edit your company’s details

Manage Solution Configure Control Center settings (mail server and proxy settings, integration
with Active Directory and virtualization platforms, security certificates and
GravityZone updates)

Bitdefender
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Logs operations and actions.

Define a search using available filters to display recorded events you are interested in.

Bitdefender Control Center — User Activity

Companies
(Cloud only)

Bitdefender
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Companies
TYPES

Partner Companies accounts

Intended for companies that sell the security solution to other companies (service providers, distributors or
resellers of the service)

Customer Companies accounts

Intended for companies that use the security solution to protect their computer networks. Such companies can
install, configure, manage and monitor their own protection.

A customer company must be linked to at least one company administrator user account.

Bitdefender

Create Companies accounts

. Access the Control Center

. Go to Companies

. Click Add

. Add the Company name and fill in the other details requested

. Under Company Settings select the company type (Partner or Customer)

Pariner

Customer

. Select the license type (Trial, Licensed or Monthly subscription)
. When selecting Licensed you can enter an yearly key or enable “Monthly subscription”. Under “Monthly

subscription”, partners can limit the number of seats by entering a specific number in the Reserve seats
field.

Bitdefender
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MONTHLY SUBSCRIPTION

E\l/ﬁ
% i ©00| Reserved: 300
E A Sat] Used: 200
2| MsP3

000 »MSP 1 00 .

ooo License Key ge8

000 Reserved 1000 [s[s]s]
Used : 200

No reservation MSP 4
Used: 300 Reserved: 200

can use up to 400 seats Used: 200
900 - 300 (MSP3) - 200 (MSP4) = 400

Qoo
Bitdefender !i HHH|

Bitdefender Distributor

License Key - Reserved 900

MONTHLY SUBSCRIPTION

Available:

» Security Server

 GravityZone Security for Exchange
» Encryption

Not available

* Hyper Detect

» Sandboxing

Bitdefender
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Security for Exchange

SECURITY FOR EXCHANGE

Bitdefender Security for Exchange provides antimalware, antispam, antiphishing, attachment and content
filtering seamlessly integrated with the Microsoft Exchange Server.

Bitdefender
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SECURITY FOR EXCHANGE

Filters all Exchange email traffic — incoming, outgoing and internal, regardless of the protocol or mail
client used to send emails:

« Desktop clients using MAPI or POP3/SMTP (Microsoft as well as other popular mail client software)
Mobile clients using Exchange ActiveSync

« Web access via Outlook Web App (OWA)

« Mobile access via Outlook Web App (OWA)

Additionally, allows scanning the Exchange mailbox and public folder databases for malware, by using
Exchange Web Services API from Microsoft.

Bitdefender

SECURITY FOR EXCHANGE

Edge Server:

Exchange Transport Service on EDGE server

Clean & filtered Email
Queue delivered to Exchange Hub

servers or other servers
Clean &
9 Filtered

1 Email

Bitdefender
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SECURITY FOR EXCHANGE

Hub Server:

Exchange Transport Service on HUB Server

Submission Delivery
Queue Queue Clean & filtered Email

delivered to Exchange
databases or other servers
Clean &
e 9 Filtered

_— Email

Bitdefender

SECURITY EXCHANGE

Security for Exchange supports the following Microsoft Exchange versions and roles:

+ Exchange Server 2019 / 2016 / 2013 with Edge Transport or Mailbox role

» Exchange Server 2010 with Edge Transport, Hub Transport or Mailbox role

+ Exchange Server 2007 with Edge Transport, Hub Transport or Mailbox role

Security for Exchange is compatible with Microsoft Exchange Database Availability Groups (DAGS).

Bitdefender
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SECURITY FOR EXCHANGE

Bitdefender Endpoint Security Tools with Exchange Protection automatically integrates with the Exchange
Servers, depending on the server role. For each role only the compatible features are installed:

MS Exchange
Features 2019/2016/2013

Mailbox Mailbox

MS Exchange 2007/2010

Transport Level
Antimalware
Antispam

Content Filtering
Attachment Filtering
Exchange Store

Antimalware On-demand
scanning

Bitdefender

Exchange Protection Settings

Bitdefender Endpoint Security Tools integrates with the mail transport agents to scan all email traffic.

By default, transport level scanning is enabled. Bitdefender Endpoint Security Tools is filtering the email
traffic and, if required, informs the users of the taken actions by adding a text in the email body.

Antimalware scanning is performed at two levels:
» Transport Level

» Exchange Store

Bitdefender
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EXCHANGE PROTECTION SETTINGS

The antimalware filtering relies on rules. Each email that reaches the mail server is checked against the
antimalware filtering rules, by order of priority, until it matches a rule. The email is then processed
according to the options specified by that rule.

]
B3 Antimalware fitering

Antimatiare —
% Frewall
Priviily  Name
Comtant Control

Device Controf

Relay

T
Policies = Exchange Protection = Antimalware Filtering Rules

Bitdefender

EXCHANGE PROTECTION SETTINGS

Exchange Protection uses Exchange Web Services (EWS) from Microsoft to allow scanning the Exchange
mailbox and public folder databases.

You can configure the antimalware module to run on-demand scan tasks regularly on the target
databases, according to the schedule you specify.

Bitdefender
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EXCHANGE PROTECTION SETTINGS

On-demand scanning requires an Exchange administrator account (service account) to impersonate
Exchange users and to retrieve the target objects to be scanned from the user mailboxes and public
folders.

The Exchange administrator account must meet the following requirements:
It is a member of the Organization Management group (Exchange 2019, 2016, 2013 and 2010)
It is a member of the Exchange Organization Administrators group (Exchange 2007)

It has a mailbox attached.

Bitdefender

SECURITY FOR EXCHANGE

To protect your Exchange Servers, you must install Bitdefender Endpoint Security Tools with Exchange
Protection role on each of them.

Options to deploy Bitdefender Endpoint Security Tools on Exchange Servers:
* Local installation, by downloading and running the installation package on the server.
* Remote installation, by running an Install task.

* Remote, by running the Reconfigure Client task, if Bitdefender Endpoint Security Tools already offers
file system protection on the server.

Bitdefender
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SECURITY FOR EXCHANGE

The built-in Exchange 2013 Antimalware agent is automatically disabled during installation of Endpoint
Security Tools with Exchange Protection.

It is also recommended to disable any other 3rd party antimalware / filtering agents installed on the
server.

View installed transport agents:
« Open Exchange Management Shell on the Exchange Server and run the following command

Get-TransportAgent

Bitdefender

SECURITY FOR EXCHANGE

For each of the Exchange Rrotection settings, rules can be created and applied per user groups. The user can
also choose what action should BEST take when encountering infected or suspicious files.

General

User groups

Domain IP Check (Antispoofing)
Antimalware

Antimalware filtering
Exclusions

Antispam

Real-time Blackhole List (RBL) Settings
Whitelist

Content Control

Content filtering

Attachment filtering

Bitdefender
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LICENSING

GravityZone Security for Exchange protects automatically all mailboxes on the Exchange Server.

= Your license key should cover all available mailboxes on the mail server

The protected mailboxes count shown in the license information window of the web console = mailboxes
count on the Exchange Server, which can be determined by running the following command in the
Exchange Management Shell:

(Get-Mailbox) .count

[PS]1 C:xlUserssAdministratorsDesktop>(Get—Mailbhox).count
[PS]1 C:sUserssAdministratorsDesktop>

(Get-Mailbox) .count Command

Bitdefender
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Full Disk Encryption

VOLUME ENCRYPTION

The Volume Encryption module allows you to provide
full disk encryption by managing BitLocker on
Windows machines.

You can encrypt and decrypt boot and non-boot
volumes, with just one click, while GravityZone
handles the entire process, with minimal intervention
from the users.

BitLocker is a full disk encryption feature included with
Windows Vista and later. It is designed to protect data
by providing encryption for entire volumes.

GravityZone stores the recovery keys needed to
unlock volumes when the users forget their
passwords.

Note: GravityZone does not support encryption for volumes already encrypted with BitLocker, FileVault
. and other third-party tools. The volumes must be unencrypted when applying a GravityZone policy to
Bitdefender encrypt them.
Note: GravityZone Encryption does not support multiple users. Only the user who encrypted the computer
can log in to the system with the password he configured during the encryption process.
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VOLUME ENCRYPTION

To recover the key, you will need to identify the machine in network and use the dedicated wizard.

If the recovery is made for the boot partition, the Recovery key ID will be taken from the BitLocker prompt
before boot, entered in the GZ Recovery manager and the Recovery key will be revealed.

For other partitions, the operation can be performed from Windows Explorer with right click on the partition.

Bitdefender
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Installing Report Builder

INSTALLING REPORT BUILDER

Report Builder allows you to create and manage queries and detailed query-based reports in GravityZone.
You have to install 2 Report Builder server roles on 2 different instances of the Report Builder Appliance:
1. Report Builder Database

2. Report Builder Processors

Report Builder Appliance # GravityZone Appliance

Bitdefender
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INSTALLING REPORT BUILDER

1. Import the Report Builder appliance in your virtualized environment and power it on
2. Configure password for the built-in bdadmin system administrator

3. Configure hostname and network settings and proxy settings if needed

Appllance Datlora

Conf igure Network Bstiings
conf igure: Prowy Settings

| Adyanced Sattings

£ Confligure Language

Bitdefender
GravityZone Report Builder Appliance CLI

INSTALLING REPORT BUILDER

4. Go to Advanced Settings = Connect to Existing Database in the appliance menu and enter the IP
address and password of the GravityZone database:

. Go to Advanced Settings > Add or remove roles and select the installation of the RB Database.

=» You cannot install RB Database and RB Processors on the same Appliance

Roles marked with * are already installed

(]l bdatabase) RE Database)
[ 1 rbprocessors  RB Processors

Bitdefender <Cancel
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INSTALLING REPORT BUILDER

. Import RBVA in your virtualized environment and power it on
. Configure password for the built-in bdadmin system administrator
. Configure hostname and network settings and proxy settings if needed

. Go to Advanced Settings = Connect to Existing Database in the appliance menu and enter the IP
address and password of the GravityZone database

10.Go to Advanced Settings > Add or remove roles and select the installation of the RB Database.

Roles marked with * are already installed

<Cancel>

Bitdefender
GravityZone Report Builder Appliance CLI - Add or remove roles

Installing Report Builder

Report Builder Database and Processors roles are also displayed in the infrastructure section of the
Control Center web console, under Configuration = Update, along with other GravityZone roles:

i D
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With queries, you can take advantage of the multiple
benefits comparing to the standard GravityZone reports:

Comprehensive reports which, unlike standard reports,
have summary and details integrated together in the
same PDF document.

Queries can retrieve information for the past two years.

High level of customization. While standard GravityZone
reports offer you the possibility to opt between a couple
of predefined options, with queries there is no bound in
choosing your data filters.

Query Types — Endpoint Status, Endpoint Events, Exchange
Events

Templates — Add, clone and fast search for specific
templates in the Templates Manager window

Bitdefender
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Patch Management

PATCH MANAGEMENT

* Fully Integrated in the GravityZone, Patch Management Module enable organizations to keep
systems up to date across entire Windows install base

GravityZone Patch Management manages software updates for Windows operating systems and
the largest collection of software applications in the market

* The patching module delivers updates for the entire fleet of workstations, physical servers or
virtual servers

Bitdefender
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PATCH MANAGEMENT

Automatic Patching

» Scheduled scanning for missing patches

» Different scheduling for security and non-security patches
« Automatic patching only on a set of vendors/products

» Postpone reboot for patches that needs requires restart

Manual Patching

» Discovery and install patch tasks
* Success/Fail patching reports

Bitdefender

PATCH MANAGEMENT

Patch Download Settings
* Relay
* Vendor website

Patch Download Setlings

Prionity  Reday

= Content Control

Appbcation Cantral

Bitdefender
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PATCH MANAGEMENT

Automatic patch scan

» Security or Non-security options
» Specific vendors

» Postpone reboot

Bitdefender

PATCH MANAGEMENT

+ Detailed information centering patches — CVE, BuletinID...
* Quick deployment of missing patches
» Patch blacklisting — temporary prevent installation of patches that might break workflow

» Postpone reboot for patches that requires restart

Bitdefender
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PATCH MANAGEMENT

Check the update status of the software that is installed in your network. The report reveals the
following details:

+ Target machine (endpoint name, IP and operating system)
» Security patches (installed patches, failed patches, missing security and non-security patches)

+ Status and last modified time for checked-out endpoints

Bitdefender

PATCH INVENTORY

Part of Patch Management
Patch Inventory includes all patches for the software installed on the endpoints

GravityZone discovers the patches the software needs through Patch Scan tasks and then adds it
to the inventory

» Can be configured from the Policy

Bitdefender
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*:

Security for Virtual Environment

SECURITY FOR VIRTUALIZED ENVIRONMENTS

Bitdefender
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SECURITY FOR VIRTUALIZED ENVIRONMENTS

Provides security that is build specifically for the virtualized environments allowing organizations to
maintain higher consolidation ratios across their datacenters.

+ Compatible with VMware, Citrix, Microsoft Hyper-V, Red Hat, Oracle VM
* Integrates with vShield Endpoint and NSX for agentless antimalware

* Supports Windows and Linux VMs

Bitdefender

SECURITY FOR VIRTUALIZED ENVIRONMENTS

Traditional Approach

Potentially available resources
with Bitdefender

HYPERVISOR HYPERVISOR

Bitdefender
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SECURITY FOR VIRTUALIZED ENVIRONMENTS

The local cacheiis first queried

If a corresponding entry does not exist in the local
cache, the response cache (global cache) is queried

If a corresponding entry does not exist in the response
cache, the object is subjected to scanning

File chunks, capable of containing malicious code, sent
for scanning to Security Server

A response that is the result of scanning is used to
populate the response cache and local cache. A
response that results from querying the response
cacheis used to populate the local cache

Bitdefender

SECURITY FOR VIRTUALIZED ENVIRONMENTS

ESXi HYPERVISOR
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SECURITY FOR VIRTUALIZED ENVIRONMENTS

N/

HSK
Manager

Web Growp App Group

Gues nbespection e
H
ESXI HYPERVISOR KSX Kerne! Nedulea C—

Bitdefend

SECURITY FOR VIRTUALIZED ENVIRONMENTS

Bitdefender

Bitdefender




GravityZone Basics
HandBook

SECURITY FOR VIRTUALIZED ENVIRONMENTS

Bitdefender
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Security Servers

Security Server

(not available on GravityZone Business Security)

Security Server is a dedicated virtual machine that deduplicates
and centralizes most of the antimalware functionality of
antimalware clients, acting as a scan server.

Bitdefender
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Security Server

VMware vShield and NSX Architecture:
»  Security Server is installed on every physical host in the datacenter that contains VMs that needs protection
Multiplatform Architecture:

» Security Server is installed on one or more hosts so as to accommodate the number of virtual machines and
physical clients to be protected

= consider the number of protected systems, resources available for Security Server on hosts, as well as network
connectivity between Security Server and the protected systems
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SECURITY SERVER

If Control Center is integrated with vCenter Server, XenServer or Nutanix, you can remotely deploy
Security Server on hosts from Control Center:

. Go to Network page = select Virtual Machines

. Browse the corresponding inventory - select the check boxes corresponding to the hosts on
which you plan to install the Security Server

. Go to Tasks = choose Install Security Server

. Specify the deployment settings for the appliance

Bitdefender

Security Server Manual Installation

Bitdefender

Bitdefender




GravityZone Basics
HandBook

SECURITY SERVER

Download Security Server Appliance packages for from Control Center:
1. Go to Network - Packages page

Select the Default Security Server package

2
3. Click the Download icon = choose the package type from the menu (OVA, XVA or VHD)
4

Save the package to the desired location and deploy it on the host using your preferred VM
deployment tool.
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Configure Security Server appliance:

1. Login CLIconsole of the Security Server VM with the following credentials:

* User: root

* Password: sve

Run the configuration script:

$ sudo sva-setup

Configure the appliance with DHCP/static network settings

Enter the Communication Server IP address and port (default: 8443)
ECS_Server_ IP:8443

Enter the Update Server address and port (default: 7074)

Update_Server IP:7074
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Configure Security Server appliance:

Bitdefender Security for Uirtualized Environments 6.1.46.2361

SUA configuration
Choose an option:

a

2 Intermet proxy configuration
ComMunication server configuration
Update server configuration

3
4

< OR > <Cancel>

. Security Server Configuration
Bitdefender y 9

ENDPOINT PROTECTION

Number of protected VMs RAM CPUs (HVI)

1-50 VMs 2GB 2 CPUs
51-100 VMs 2GB 4 CPUs
101-200 VMs 4GB 6 CPUs

In VMware environments with vShield Endpoint / NSX:
» Security Server must be installed on each ESXi host to be protected.
40 GB disk space
In other environments:
Bitdefender recommends installing Security Server on each physical host for improved performance.
* 16 GB disk space
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