BITDEFENDER GRAVITYZONE

Attivare Full Disk Encryption per il cliente




Accedo a GravityZone Cloud console come partner:
https://gravityzone.bitdefender.com
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Tasks B3 Bravo Cliente3 Customer Yes Licensed: 0, Unl
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Edit company X

Company Details

Company Name: Bravo Cliente3

Address:

My Company ID: 6c916b4fac542ccb3cfa2f7542fe77bd
Phone:

Logo:

=a
Type: Customer

Se ho attivato il cliente con
Monthly Subscription (licensing MSP)

B2 Manage Networks

e TN - - Mi accerto che la company del cliente si

e | e attivata con Monthly Subscription e sia
abilitata al servizio Encryption.

Monthly License Usage: c

Allow company to manage Exchange

Allow company to manage Encryption h

Allow company to manage Central Scan

Link this company to MyBitdefender (optional)

- AVANGAT=

Distributore a valore aggiunto



Edit company

My Company ID: 7a29a76541bc440d488518ffc480fa62

Phone:

Logo:

Type: Customer

u Manage Networks

Two-factor authentication

Enforce two-factor authentication:

License
Type: License
License Key: HETTQLE Check

Expiry date: Li Not i d: Total: il for

servers:
0 0 5 2

Add-on key: Add

Type: Key: Remove: \\

Encryption 7ZCGQ7R X 1 2

Link this company to MyBitdefender (optional)

Se ho attivato il cliente con
licenza Prepagata o TRIAL

Nel campo “Add-On key”,
inserisco la chiave add-on
(TRIAL o Prepagata) per Encryption

clicco su <Add>
Se valida, la chiave e aggiunta
immediatamente softo.

Confermo con <Save> in calce.
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Aggiungo il modulo Encryption, su Enpoint gia protetti da BEST.
Seleziono gli enpoint compatibili su cui intendo installare il modulo Encryption.
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Dashboard +) Add #) Edit =) Remove I © € R ) = R -
Incidents T 1 TR 2 = = installare il modulo
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Dashboard
Incidents
Blocklist
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Tasks
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Assignment Rules
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- g Bravo Rivenditore
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+ B Bravo Cliente
+ [ Bravo Cliente 2
- B9 Bravo Cliente3
- @4 Computers and Groups
+ ¥ Deleted

+ 4% Network

Scan 0os

Exchange Scan D [ |

Install LF Windows 10 Pro

Uninstall dient

Update dlient

192....
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Reconfigure client X

General 2
O Now
et Configuro il task Reconfigure Client,
Modules: per includere il modulo Encryption,
:::jv";f““'”‘ cone poi lo assegno con <Save>.
Content Control
i ATTENZIONE
& Encryption | moduli NON contrassegnati,
Roles Relay verranno disinstallati, qual’ora presenti.
B worning Vanno quindi contrassegnati TUTTI i moduli
Acvanced Treat ol prtecion ke For et ormtion, pesse check che si desidera siano presenti sugli enpoint a
e cui & destinato il task.
Scan mode
O Automatic tomatic ’
= Cancel All targeted clients will be reconfigured according to the selected settings.
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Verifico lo stato di il completamento del task.

Bitdefender |

GravityZone Welcome, Bravo Rivenditore Tecnico 1

Dashboard

@)

® Restat (=) Delete (©) Refresh
Incidents Name Task type Status Start period ~ Company I
Blocklist O i i k& ; ;
Network Reconfigure client settings 2018-05-10 Reconfigure client  Finished (1 /1) 10 May 2018, 16:00:46 Bravo Cliente3
Packages
Tasks
Policies 2

Assignment Rules 1
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Per attivare I'encryption, edito la policy applicata gli enpoint interessati
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Blocklist 1,: Sandbox Ana + ?ncryptlo
Network e I'opzione
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~

Cestino

g
Assistente Volume Encryption
aggiornam...

Set encryption password

Non appena I'enpoint applica la

variazione della policy,
\ I'utente del computer ha

!g? visualizzato il popup di

Chrome Choose passwONg B|tdefender,

Retype password:

che lo invita a specificare la
Smemortirempiioemeiii: password per la cifratura dei
® Have at least 8 characters VOIum'

® Should contain upper and lower case

® Should contain a number

16:14
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Cestino
@t

Assistente
aggiornam...

oD

Google
Chrome

O Scrivi qui per eseguire la ricerca

Volume Encryption

Set encryption pas

Choose password: ssscsscscssssee

Retype password:

Password requirement¥y

Have at least 8 char

©
@ Should contain upper an
]

Should contain a number

16:18

N B s 10/05/2018

Non appena l'utente
conferma, con click su
<Save> |la password scelta,
la cifratura dei volumi ha
inizio.

Se l'utente ignora la richiesta,
il popup apparira di nuovo
successivamente,

fino a quando non verra
fornita una password e
conferma per la cifratura.
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™

Cestino

- Bitdefender Endpoint Security Tools

Assistente
aggiornam...

« ) You are protected

This system is safe

e I

Google An encryption process has started on volume C.
Chrome

A program has been allowed to connect to the Internet.

seneral Settings
New security settings have been received and applied.
f;‘ owa

A program has been allowed to connect to the Internet. Process path C

\System32\svchost.exe. Protocol TCP (6). Port 7680

== O Scrivi qui per eseguire la ricerca

La restricted GUI sul enpoint
fornisce indicazioni in tempo
reale sugli eventi ed attivita.

L’inizio della attivita di cifratura
dei volumi viene quindi
notificato.
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Information

General Protection Policy Scan Logs

Last signatures update:
Primary scan engine:

Fallback scan engine:

(O] Overview
< Modules
Antimalware:
Firewall:
Content Control:
Power user:

Device control:

Advanced Threat Control:

Encryption:

Additional Information

Encryption

C: (boot volume)

10 May 2018 16:03:49

Central Scan

Hybrid Scan
€ Reporting(today)
on Malware Status: View e
> No detections
On
On Malware Activity: View c
-> No activity
Off
Off
On

Encryption in progress (Recovery)

In console,

i dettagli dell’enpoint,

alla voce Protection,
riportano lo stato corrente
della cifratura dei volumi.
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B3 Bravo Cliente3
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E§ Bravo Cliente

Welcome, Bravo Rivenditore Tecnico 1

i

pl'c

Posso selezionare la company
di cui desidero il report, e
cliccare sull'icona Report.
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Edit Report X
/ A
Details

Type: Endpoint Encryption Status
Name: * Endpoint Encryption Status Report
Settings

© Now

Scheduled

Delivery: Send by email to

Generando un Report di tipo “Enpoint Encryption Status”
. : ottengo informazioni sullo stato di cifratura degli enpoint.

faosel

Endpoint Encryption Status Report

Come ogni report GravityZone,
puo essere salvato in formato pdf/csv,

puo essere inviato per email,
puod essere generato on demand,
puo essere pianificato.
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