
PRODUCT NAME BITDEFENDER GRAVITYZONE BUSINESS 
SECURITY

BITDEFENDER GRAVITYZONE BUSINESS 
SECURITY PREMIUM

BITDEFENDER GRAVITYZONE BUSINESS 
SECURITY ENTERPRISE

BITDEFENDER MANAGED DETECTION 
AND RESPONSE*

BITDEFENDER GRAVITYZONE SECURITY 
FOR WORKSTATIONS

BITDEFENDER GRAVITYZONE SECURITY 
FOR SERVERS

BITDEFENDER GRAVITYZONE  
EDR CLOUD

BITDEFENDER GRAVITYZONE  
CLOUD MSP SECURITY

Description

Ideal for small businesses looking for 
simple, yet efficient security. Achieve 
complete protection against all types of 
malware (ransom-ware, phishing, zero-day 
attack, viruses, spyware, etc. ) in a single, 
easy-to-use platform for all your devices: 
desktops, laptops, physical and virtual.

For companies looking for aggressive 
protection against sophisticated threats with 
additional features and capabilities to 
enhance security operations and reduce 
operational overhead

For companies seeking an integrated next-
gen Prevention, Detection and Response 
platform that protects against sophisticated 
cyber threats

Delivers advanced attack prevention and 
remediation 24 hours a day and reduces 
the burden on security operations teams.

Essential cybersecurity protection to keep 
your business running. With its adaptive, 
layered defense, GravityZone Security for 
Workstations offers the best protection 
against so-phisticated threats without 
compromising on perfor-mance.

Delivers insights and secures workloads at 
runtime. Anchored by the GravityZone 
platform, a single pane view provides full 
visibility into the entire infrastructure and 
into all VMs, containers, endpoints, OSs 
and workloads.

For organizations looking for advanced 
threat detection, focused investigation and 
effective response (Minimum 50 Endpoints)

Unified, highly effective EDR, Next-gen AV, 
Risk Analytics, and Hardening for MSPs and 
CSPs. Available with monthly licensing, 
multi-tenancy, and integrations to MSP 
systems.

Management options on-premise or cloud on-premise or cloud on-premise or cloud cloud on-premise or cloud on-premise or cloud cloud cloud
COVERAGE
Physical Laptops and Desktops V V V V + - V V
Virtual and Physical Servers V V V V - V V V
Virtual Desktops V V V V V - V V
Containers + + + + + + V +
Productivity Applications - - + (cloud only) + + (cloud only) + (cloud only) + + 
Public Cloud - - + (cloud only) + + (cloud only) + (cloud only) + + 
Identity - - + (cloud only) + + (cloud only) + (cloud only) + + 
Network - - + (cloud only) + + (cloud only) + (cloud only) + + 
Mobile Devices + (cloud only) + (cloud only) + (cloud only) + + cloud only + cloud only + +
Microsoft Exchange (on-premises) - V V V V on-premise only + on-premise only - +
PREVENTION & PROTECTION CAPABILITIES
Endpoint Risk Analytics V cloud only V cloud only V cloud only V V cloud only V cloud only V V
Web Threat Protection V V V V V V Detect only V
Device Control V V V V V V - V
Application Control (Black-listing) V V V V V V - V
Application Control (Whitelis-ting) V V on-premise only V on-premise only - V on-premise only V on-premise only - -
Firewall for Windows Endpoints V V V V V V - V
Local and Cloud Machine Learning V V V V V V Detect only V
Exploit Defense V V V V V V - V
Automatic Disinfection and Removal V V V V V V - V
Network Attack Defense V V V V V V Detect only V
Process Protection V V V V V V Detect only V
Ransomware Mitigation V V V V V V - V
Fileless Attack Defense X V V V V V Detect only +
HyperDetect (Tunable Machine Learning) - V V V V V Detect only Requires Advanced Threat Security (ATS)
Sandbox Analysis - V V V V V Detect only Requires Advanced Threat Security (ATS)
Attack Forensics - V V V V V V Requires Advanced Threat Security (ATS)
ENDPOINT DETECTION AND RESPONSE CAPABILITIES
Cross-endpoint correlation - - V V + Requires EDR Requires EDR V Requires ATS and EDR
Anomaly Defense - - V V + Requires EDR Requires EDR V Requires ATS and EDR
Endpoint Incident Visualization - V (limited) V V + Requires EDR Requires EDR V Requires ATS and EDR
Live and Historical Search - - V V + Requires EDR Requires EDR V Requires ATS and EDR
MITRE Event Tagging (TTPs) - - V V + Requires EDR Requires EDR V Requires ATS and EDR
Response recommendations - - V V + Requires EDR Requires EDR V Requires ATS and EDR
Endpoint response - - V V + Requires EDR Requires EDR V Requires ATS and EDR
EXTENDED DETECTION AND RESPONSE CAPABILITIES
Cross-source event correlation - -  + Requires XDR (cloud only) + Requires XDR for MDR + Requires EDR and XDR (cloud only) + Requires EDR and XDR (cloud only) (+)  Requires XDR Requires ATS, EDR and XDR
Organization-level incident visualization - -  + Requires XDR (cloud only) + Requires XDR for MDR + Requires EDR and XDR (cloud only) + Requires EDR and XDR (cloud only) (+)  Requires XDR Requires ATS, EDR and XDR
Incident Advisor - -  + Requires XDR (cloud only) + Requires XDR for MDR + Requires EDR and XDR (cloud only) + Requires EDR and XDR (cloud only) (+)  Requires XDR Requires ATS, EDR and XDR
Cross-organization response - -  + Requires XDR (cloud only) + Requires XDR for MDR + Requires EDR and XDR (cloud only) + Requires EDR and XDR (cloud only) (+)  Requires XDR Requires ATS, EDR and XDR
24x7 SECURITY SERVICES (MDR)
24x7 Threat Monitoring & Response - - + Requires Bitdefender MDR V As Bitdefender MDR Foundations
Managed Onboarding - - + Requires Bitdefender MDR V As Bitdefender MDR Foundations
Designated Security Account Manager - - + Requires Bitdefender MDR V As Bitdefender MDR Foundations
Threat Hunting Services - - + Requires Bitdefender MDR V As Bitdefender MDR Foundations
Threat Intelligence Services - - + Requires Bitdefender MDR V As Bitdefender MDR Foundations
Dark Web Monitoring - - + Requires Bitdefender MDR V -
GRAVITYZONE ADD-ONS
Security for Mobile + + + + + Cloud Only + Cloud Only + +
Security for Email + + + + V + + +
Patch Management + + + + V + - +
Full Disk Encryption + + + + V + - +
Security for Containers + + + + - + - +
Security for Storage - + + + V + - -
Integrity Monitoring + + + + + + - +
Centralized Scanning - V V + V V - +
GravityZone Data Retention (90/180/365 days) - - + cloud only + cloud only - - + -
Advanced Threat Intelligence + -
SUPPORT SERVICES
Business Support V V V V V V V V
Enterprise Support + + + V + + + +
Enterprise Plus Support + + + V + + + +
Professional Services + + + V + + + +

V Included
+ Charged Add-on or separate product
- Not included
* Requires GravityZone Business Security Enterprise
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