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GravityZone

• THE ENTERPRISE SECURITY 
PLATFORM FOR THE BEST 
BREACH AVOIDANCE

• Unified Prevention, Cross-Endpoint 
Correlation, Detection, Response and 
Risk Analytics across Endpoint, 
Network and Cloud

GravityZone

LAPTOPS AND 
WORKSTATIONS

MOBILE 
DEVICES

VIRTUAL 
DESKTOPS

VDI / DAAS

SERVERS

EMAIL
Hosted or On-prem

STORAGE
ICAP Compatible

PUBLIC, PRIVATE & 
HYBRID CLOUD

SOFTWARE-DEFINED & 
HYPERCONVERGED 
INFRASTRUCTURE
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Global Leader In 
Cybersecurity

Two 
types of 
licensing 
models

“A la carte” BUNDLES
(Protection Models)

GRAVITYZONE

MSP / MONTHLY

NOTE:
If a device is
registered into the 
Gravity Zone even
for just 1 sec it gets
billed for the whole
month.



Build your 
customized 
security offer 
from the basics

“A la carte”

“A-la carte”
MSP / MONTHLY   “A la carte”

CORE
(BEST: Bitdefender Endpoint Security 

Tools)

Risk Analytics

Web Threat Protection

Content Control

Device Control

Exploit Defense 

Cloud Intelligence & Machine Learning

Behavior Monitoring

Network Attack Defense 

Firewall

Ransomware Mitigation

Advanced Threat 

Security (ATS)

Endpoint Detection 

and Response (EDR)

(requires Core + ATS)

Managed Detection 

and Response (MDR) 

for MSP

Requires Core

Requires Core + ATS + EDR

Extended Detection and 

Response (XDR)

(requires Core + ATS + 

EDR)

ADD-ONS 

(OPTIONAL)

Email Security 

Patch Management 

Full Disk Encryption 

Security for Virtualized 

Environments (SVE)

Security for Containers 

Integrity Monitoring

Security for Mobile

Requires Core + ATS



Two 
types of 
licensing 
models

BUNDLESMSP / MONTHLY

SECURE EXTRA Bundle

SECURE Bundle

SECURE PLUS Bundle

SECURE Bundle includes
Core + ATS (HyperDetect +Sandbox) +EDR

SECURE PLUS Bundle includes
Core + ATS (HyperDetect +Sandbox) +EDR

SECURE EXTRA Bundle includes
Core + ATS (HyperDetect +Sandbox) +EDR

+ MDR

+ MDR
+ XDR Productivity 

+ XDR Identity

ADD-ONs common to all the BUNDLES
● Patch Management   ● Full Disk Encryption ● XDR Sensors (Cloud  | Network | Business Apps)
● Integrity Monitoring   ● Email Security  ● Security for Mobile   ● Security for Virtual Environments (SVE)  
● Security for Containers

Protection models     /



Internal Use Only

GRAVITYZONE PLATFORM 
ENDPOINT | CLOUD | NETWORK | MOBILE | IDENTITY | PRODUCTIVITY | 

DETECTION AND RESPONSE

DEVICE& 

APPLICATION 

CONTROL

ENDPOINT & USER 

RISK ANALYSIS

PATCH 

MANAGEMENT
FULL DISK 

ENCRYPTION

EXPLOIT DEFENSE

FILELESS ATTACK 

DEFENSE

EMAIL SECURITY

NETWORK ATTACK 

DEFENSE

SANDBOX 

ANALYSIS

TUNABLE MACHINE 

LEARNING

ATTACK 

FORENSICS

PROCESS 

PROTECTION

PLATFORM AND 

SERVICES 

FUNCTIONS

EXTENDED DETECTION 

AND RESPONSE 

SECURITY FOR 

CONTAINERS

PROTECTIONPREVENTION

GUIDED RESPONSE

SECURITY FOR 

MOBILE

WEB AND CONTENT 

CONTROL & 

FILTERING
LIVE SEARCH

INCIDENT VISUALIZATION

INCIDENT ADVISOR

DATA ANALYTICS & 
RETENTION

LOCAL & CLOUD
MACHINE LEARNING

THREAT 
INTELLIGENCE

ANOMALY 
DETECTIONS

AUTOMATION & 
ORCHESTRATION

INTEGRATION 
APIs

DASHBOARDS & 
REPORTING

CONFIGURATION
MANAGEMENT

VULNERABILITY
IDENTIFICATION

ANOMALY DEFENSE

GRAVITYZONE CLOUD MSP SECURITY - SECURE 

GRAVITYZONE CLOUD MSP SECURITY - SECURE PLUS

GRAVITYZONE CLOUD MSP SECURITY - SECURE EXTRA

SECURITY 

FUNCTIONS

CAPABILITIES 

AND PRODUCTS

PRODUCT 

PACKAGES

SECURED 

ENVIRONMENTS

INTEGRITY 

MONITORING

MANAGED DETECTION AND 

RESPONSE

UNIFIED PREVENTION, PROTECTION, EXTENDED DETECTION AND RESPONSE

RANSOMWARE 

MITIGATION

XDR SENSORS

• IDENTITY

• PRODUCTIVITY

XDR SENSORS

• NETWORK

• CLOUD

ADD-ON PREMIUM 

SUPPORT SERVICES

ADVISORY 

AND DEPLOYMENT 

SERVICES

GRAVITYZONE Cloud MSP Security Protection modelsMSP Protection Models  
- BLUEPRINT
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ASM – Risk & Compliance Management
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Attackers work around the clock. And so do we. 
Bitdefender MDR service provides 24x7 defense 
against cyber threats. 

Bitdefender MDR
<< Managed Detection & Response >>

February 11, 2026
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WHAT is Bitdefender MDR

Threat Hunting
Continuously monitoring the global 

threat landscape, using the knowledge 
gained to drive threat hunts across 

customer systems

24x7 Monitoring & Response
Eliminates the operational overhead of 

managing security alerts and events, 
providing tactical and strategic 

recommendations to reduce customer 
exposure to risk

    

Threat Intelligence
Researching cyber threats, geopolitical 

activity, and vertical-specific data 
trends and applies this knowledge to 

customer environments

Global Team: Security Operations Centers: North America (US-TX), Europe (RO), Asia 

Pacific (Singapore)         WHERE are they located?

Expertise:

• 40+ SANS certifications; Incident Handling, Forensics, SIEM with Tactical 
Analysts, Cyber Threat Intelligence

• Cloud Admins, System Administrators, IT (education, government, healthcare)

• Global Military Background (USAF/USA, NSA, NATO)

"It is not quite equivalent to having someone… living in this environment 24/7, but it’s the closest you’re gonna get to 
an external entity, it’s super comprehensive."   Gartner

Our global network of SOCs work when you work and cover you around the world and around the clock. 

WHO are the 
experts you are 
relying to
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WHY MDR?
Bitdefender MDR directly addresses your single greatest security need – people. Hiring, training, and retaining security 
professionals to manage security technologies has never been more challenging – or expensive. 
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HOW we deliver MDR? - the technology

We rely on our award winning technology delivered through our Gravity Zone Business Security Enterprise (the most complete 
bundle, which includes EDR and incident data correlation)

The ultimate solution for protecting your 
endpoints:

• Advanced Prevention
• Extended Detection
• Effective Response
• Risk Analytics. 

• Designed to address the entire threat 
lifecycle.

• Combines the world’s most effective 
endpoint protection platform with 
Endpoint Detection and Response 
(EDR)

• (Threat Detection) Visibility to the 
Bitdefender MDR Team.
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HOW we deliver MDR? - the technology

We rely on our award winning technology delivered through our Gravity Zone Business Security Enterprise (the most complete 
bundle, which includes EDR and incident data correlation)
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HOW we deliver MDR? - the portal to the experts

We will provide you also 
MDR Portal in which you
can:

• see all the activity our 
security analyst are 
conducting, 

• have reports, 

• share files, 

• open tickets, 

• see recommendations 

• and also manage you 
predefined actions and 
their exceptions.

• ,,,



Internal Use Only

Thank you!
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