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Bitdefender

Agenda

» Defender’s Challenges

 What is XDR?
* Introducing GravityZone XDR

« Why Bitdefender?
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Defender’'s Challenges

The attack surface Attackers are becoming Too many alerts overwhelm
is expanding more sophisticated under-resourced teams

Security teams need _ Skilled analysts are in short
comprehensive visibility from Preventative controls are kgy, but supply, and teams struggle to
endpoint to cloud, across must be. augmented with effectively combat threats
identities, application and network detection & response



The Flood of Data Can Be Overwhelming

The need for
visibility
drives
organizations
to add more
security tools

But too much
data from
disparate

sources can

obfuscate real
threats

Email Security

Endpoint - EPP/EDR

Cloud Security Network - NDR

Manual correlation and analysis
make it NEARLY IMPOSSIBLE to
respond in time and prevent
breaches



Reduce Risk with Prevention, Detection & Response  Bitdefender

Risk

THE LONGER THEY ARE IN,
THE HIGHER THE RISK

Time
»

Detect Incidents Earlier Before Impact
pppppppppppppppppppppppppp




Bitdefender

What i1s XDR?

The evolution of EDR, which
provides more efficient and
effective threat detection,
investigation and response in
real time. XDR unifies security-
relevant endpoint detections with
telemetry from security and
business tools to enable
organization to identify threats,
understand the full impact,
find the root cause and take
immediate response to
minimize business damage.

PROPRIETARY AND CONFIDENTIAL
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Quick Response Comprehensive
Observability
Threat Intel
Productivity
Apps Cloud
Endpoint
Automated_ Detection
Ease of Investigation & Triage
& Root Cause

Analysis

In a hyperconnected world where cyber attackers seek to do
harm 24x7 and organizations face unpredictable risk, becoming
resilient is the goal. This is where XDR comes in.



Bitdefender

GravityZone XDR




GravityZone XDR

Combines advanced threat protection
with out-of-the-box analytics and rich
security context for correlation of
disparate alerts, quick triage of incidents
and attack containment through
automated and guided response.

GravityZone exposes the full scope of
the attack by connecting incidents over
time and delivering deeper context through
automated evidence collection and root
cause analysis across endpoint, cloud,
identity, network and productivity
application data.

Bitdefender

it 0 A

sumcieasan

GravityZone XDR is a cloud delivered product for organizations that want to run the technology in house. For organizations looking for a managed service,
Bitdefender MDR, leveraging GravityZone XDR, keeps organizations safe with 24x7 security monitoring plus targeted and risk-based threat hunting by a

certified team of security experts.



GravityZone XDR

Bitdefender

.....

------

Observes attacks and
advanced threats

Consolidates monitoring
across physical devices,
virtual assets, connected
devices and cloud platforms
and workloads.

Out-of-the-box
detection

Protects from day 1 while
enabling customized
detections for unique use-
cases increasing security
operations efficiency.

Reduces investigation
and response time

Provides context to
understand the root cause
with incident details and
overviews in an easy to
consume view.

&

Automated &
guided response
recommendations

Enables rapid end-to-end
response and incident
containment by combining
fully automated and guided
response recommendations
across the organization.

®

Easy to use and delivers
value out of the box

No need for custom
integrations, detection rule
creation or third-party
security tools.




Bl Enabled via licensing add-on

GravityZone XDR

COLLECT DETECT CORRELATE VISUALIZE INVESTIGATE RESPOND

Endpoints

Servers &
Containers

Network Full Remote

Shell
Incident Overview
Event Correlation

[ ' Threat Huntin Identity
Office 365 Engine : Response

Embedded

Threat Organization-level attack Endpoint
Intelligence Response

Active Directory

Behavioral Forensics Email

Detections Collection Response
Automated activity timeline
Security

Analytics

Azure Active
Directory

AWS

GravityZone Cloud




Incident Advisor Bitdefender

Incident Advisor

Human readable
Incident Summary

Response Recommendation Framework

Human readable
Root-cause analysis

Organization
Impact

Root-Cause Analysis

Incident Summary

Highlights

Endpoint Response

0365, Identity
Response
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XDR Scenario

Sensors [E]

Victim ! File Server |
PC | E
; - i
- EDR : I . |
«  Office365 i Office :
«  Active | PC | |
) : [ = e —-— - — — —— KLY
Directory w - o * " cont
— . " Command
() | | | | E and Control
Initial E Sensitive Data |
Compromise . :

@ M365 Compromise €@ Ransomware Deployment
g Lateral Movement 9 Data Exfiltration



Consistently High Security Efficacy Bitdefender

#1 Attack prevention rankings from 2018-2021 Highest Prevention and Response Capability with Lowest 5 Year TCO2

% (Indexed to 100)’
Palo Alto Networks '
CrowdStrike - Bitdef@

100%

>

endaer
' “— 90%
v - F-Secure
Broadcom Check Point

Cisco
98%

59%

— ESET

&
c
=
a
&
‘T
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b}
&

97%

Bitdefender

CyberRisk Visionaries

96%

Prevention / Response Capability

~ Viendor B
‘ o5%
22% 15% 11% 11%
Strong Challengers
94%
A . - Vendor A
(es[=ly kaspersky B® Microsoft @ TREND.
93%
924
7% 4% 4%
91%
Product Cost (License Fee)
U HcAfee \ SOPHOS smaller is lower, Larger is higher cost
CROWDSTRIKE °0%
Not $2.750 $2.475 $2.200 $1.925 $1.650 $1.375 $1.100  $825 $550 $275 $0
otes:
1. Represents number of times a given test participant took 1st place in any of the malware detection, real world & protection <| 5 - Year Total Cost of Ownership - TCO (Per Agent)

categories tests performed by AV Comparatives
2. Endpoint Prevention & Response Test 2021, AV Comparatives



Named Strong Performer

Bitdefender

The Forrester Wave, EDR, Q2 2022 and The Forrester New Wave, XDR, Q4 2021

Leaders

Challengers Contenders Performers

Stronger
current
offering

A

Fortinet (=) (&) McAfee

BlackBerry Cylance

Check Point SuftwareS)
Technologies

Weaker
curren
offering

- Stronger strategy

Weaker strategy
Market presence*

00O

The only vendor to be specifically called out for its focus on
resilience among all participating vendors

Achieved maximum 5/5 scores in the criteria of Product Vision,
Investigation Capabilities, ATT&CK Alignment, Supported Systems,
and Product Security

PROPRIETARY AND CONFIDENTIAL

Strong
Challengers Contenders Performers Leaders

Stronger
current
offering

A

Sophos(+)

FireEye (+)

Weaker
current
offering

P Stronger strategy

Weaker strategy
Market presence*

.@@@@

“The vendor gives customers incredible transparency and works
closely with the community to improve its product security.”

“(Bitdefender XDR) is the best fit for companies that need a

reliable and easy-to-use offering.”
14



XDR Bitdefender
Early Access

Started in 2H 21

“I particularly like the Highlights provided in
the Incident Advisor. Besides the fact that |
know what happened on the organization
level, | can quickly respond based on the
provided Response Recommendations”

“As a CISO, I find the Incident Advisor
useful in understanding what has happened
and how my team should respond.”

Financial, 1000+ Healthcare, 1200+

78% 100%

of active EAP of XDR EAP
customers have deployments were
environments performed in
larger than 1500 PRODUCTION @ : _—
. . The improvements within the Graph and oy ; ,
endpoints environments the Incident Advisor allow me to rapidly Inc:den{Adwsgr has thel potential to bg a
. : e clear differentiator for Bitdefender, as it
investigate an incident, compared to the old
: helps the user understand what needs to be
versions where | could have spent hours . ; ”
0 ; ) ” investigated and what not.
: I O O /0 trying to figure out what happened
of XDR EAP customers Travel, 3500+ J Government, 2300+
praised the

improvements around
understanding
Extended Incidents

“For me, the Incident Advisor provides the
right level of detail into what | need to do.
Furthermore, it helps me understand things
before looking into the Incident Graph. The
0365 response allowed me to quickly take
action against a compromised user”

“Our team has different skilled analysts and
all of us find usefulness in the human
readable description from the Incident

Aavisor. ”

O 1000+ endpoints
O Bitdefender EDR/MDR customers
QO Bitsociety customers

O BD InfoSec/MDR teams

Education, 3200+ Insurance, 1400+

PROPRIETARY AND CONFIDENTIAL



Customer challenges Bitdefender

B

Defending the
organization against
sophisticated threats

Technical
Challenge

N

Human
Resource
Challenge

Limited in-house
security capabilities



Options to address the problems

Extended Detection
and Response
(XDR)

Technical
Solution ‘
|

|
XDR for Managed
Detection and Outsource
Response (MDR)
|



GravityZone XDR for MDR

J

\ Identity Office 365 Endpoint Network Cloud
Cloud Activity _ Suspend User
Endpoint
Isolate Host
Telemetry
SharePoint ACtIVIty Password Reset
Detections Block IP

User Behaviour

Stop Process

o

Investigations

Threat Hunting

N

O\ll

Response

Recommendations

~
J

Bitdefender MDR

PROPRIETARY AND CONFIDENTIAL

Bitdefender
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“GravityZone XDR excels at connecting and
correlating incidents over time throughout our
entire operations and we experienced immediate
value. The benefit of having a single-vendor
solution with out-of-the-box detection
capabilities for identifying and investigating
known and unknown threats and providing our
analysts with the knowledge of what and how an
Incident happened with the best ways to
respond cannot be overstated.”

Mahmood Haq
CISO, MyVest

19



e 0 o o o
o o ¢ °
«c® ® ° o

o & o e g
e © ] e "

®rE

VE
2t
QD

D
O
32
BB



XDR Data Sources (GA) Bitdefender

Microsoft Office365
v' OneDrive
v' SharePoint
v MS Teams
v Email

YA

Microsoft Office 365 AWS

Active Directory
v On-premises AD
v' Azure AD

Clouds
v AWS

Network
v Bitdefender Network Sensor

Sensor Name 2 Sensor Name 3 Sensor Name &




Detection & Response (GA) Bitdefender

Incident Advisor
v'Summary
v'Root Cause
v'Organization Impact
v'Highlights

Response
v"Recommendations
v'Endpoint
v Office365
v'ldentity
v'List of Executed actions

New Graph
v'Initial Access
v Exit Points
v'Multiple Resource types
v'Alerts on Transitions




Investigation (GA)

Historic Search
v' Advanced filtering
v' Enhanced data display
v' Multiple data sources
v’ Smart views

Investigation Package
v" Collect forensic endpoint data
v' OS: Windows, Linux, Mac

Full Remote Shell

v’ Direct investigation & response
across endpoints

v OS: Windows, Linux, Mac

Bitdefender

o

o &)




ravityZone XDR — Incident A

Monitoring
Incidents
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Threats
Xplorer

Network

®

Risk
Management

Policies

Reports
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Sandbox
Analyzer
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Configuration
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Qverview Graph Alerts
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8 Hosts to isolate

VIEW DETAILS

MITIGATION

1 IP address to block

2 File hashes to block

1 Security solution to instal on unmanaged asset
1 Email address to block

VIEW DETAILS
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1 Email to delete
8 AM scans to run
8 System repairs to run
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ravityZone XDR - Incident Graph
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Detection use cases

Identity Compromise

« User credentials

* Workload/Service Tokens
« Platform Auth

* Service Account

Analysis of user behavior/identity to detect
« Suspicious login patterns

» ldentification of improper user account usage
« Credential probing

« Account creations & lockouts

« Service account misuse

« Admin privilege misuse

« Account Manipulation

Bitdefender

Lateral Movement

« |dentity <=> Workload
 Workload <=> Service
 Platform <=> Service

Analysis of identities and lateral movement to
detect

« Compromised authentication credentials

« Suspicious interactions (baseline violations)
 Risky entities

...across identity providers, workloads, platforms
and services



Office365

Analysis of cloud productivity suites/email to detect

Detection category Example

Email exfiltration A suspicious application (an application that requests read access to all users documents) was used to
download files from a user's account

Spearphishing attempts Users receive emails with spearphishing URLSs in the body(correlation between EDR and O365)
Suspicious Mailbox Permissions A certain user has received permissions to many mailboxes in a short amount of time

created/updated

Suspicious User created/updated A newly created user has been immediately excluded from MFA

Antiphishing Protection Disabled A user has disabled/removed the phishing filter policy/rule

Documents with Macros re-uploaded on A user has downloaded a document and then re-uploaded it. The re-uploaded document contains macros
SharePoint/OneDrive that can be used to infect others

Executable File Uploaded to a different account A user uploaded an executable file to a different Office365 account

Multiple Access Requests created in SharePoint A user requested access to multiple files or directories on different sites in a very short amount of time

Multiple Emails Deleted in non-owned mailboxes A user started to delete a large number of emails in mailboxes it doesn’t own across multiple sites

Anomaly detection A user had an unusual frequency of administrative activities or document manipulation activities in the last
day.

and to respond

 Delete email across O365 organization
O Suspend 0365 account



Active Directory

Analysis of user behavior/identity to detect

Detection category Example

Kerberos attacks * An attacker is executing a brute force attack on a service server that uses Kerberos login
* An attacker is able to extract the TGS tickets from memory, or captures them by sniffing network traffic,
and extracts the service account’s password hash and attempts an offline brute force attack to obtain the
plaintext password
* A Kerberos ticket with weak encryption was requested indicating Kerberoasting activity
* Anintruder steals a packet from the network and forwards that packet to a service or application as if the
intruder was the user who originally sent the packet (replay attack)

Pass-the-hash attacks* An attacker authenticates to a remote server or service by using the underlying NTLM hash of a user's
password, instead of requiring the associated plaintext password as is normally the case

Pass-the-ticket attacks* An attacker "pass the ticket" using stolen Kerberos tickets to move laterally within an environment,
bypassing normal system access controls

Suspicious operations performed on AD object* An attacker is performing various activities(create/update/delete/move) on an Active Directory object

DCShadow attacks* An attacker registers a rogue Active Directory Domain Controller and uses that to inject malicious Active
Directory objects (e.g. credentials) to other Domain Controllers that are part of the same Active Directory
infrastructure.

Suspicious logins A TGS request was granted after a brute-force attack

and to respond

U Disable AD account
U Force password reset for AD



AWS

Analysis of cloud providers to detect

Detection category Example

Suspicious recognition activity on Lambda » An attacker has listed lambda functions, downloaded one of them
functions * A lambda function executing a suspicious action by updating an assume role policy to allow external
access

Recognition activity against S3 buckets An attacker performs multiple Recon events against S3 buckets by listing various buckets, functions etc

User login from multiple regions An attacker has logged in from multiple regions simultaneously

Deleted bucket encryption An unfamiliar user or host removes default encryption from the S3 bucket exposing all objects that were
encrypted (using server-side encryption) in that S3 bucket

Suspicious Ingress Port allowed via Lambda An attacker has executed a lambda function triggering a suspicious action by updating a security group to

function allow ingress on a port

Evading defenses by disabling/removing An attacker is attempting to delete audit data by stopping CloudTrail or by deleting a log group or stream

monitoring services from CloudWatch

Suspicious IAM user via Lambda function An attacker has triggered a suspicious action by executing a lambda function that created an access key to

backdoor an |IAM user

AWS anomaly detection * A user has performed actions that are outside of the baseline
* A file with a suspicious extension has been uploaded outside of the baseline
» A cloud function has been used to perform an action outside of the usual scope




Network

Analysis of internal and external traffic to detect

Detection category Example

Lateral movement within the organization An attacker is moving within the network

Data Exfiltration An attacker exfiltrates data outside of the organization

Brute-force attempts An attacker is trying to login into a system using brute-force

Port scanning An attacker is leveraging external custom tools and open-source tools for port scanning in an attempt to map
the network and devices




Office365 - Scenario

’ EDR 1 E 5. Login using ~i
i ' Pass the PRT attack _ i
Oﬁlce365 ass e attac gesteban.cloud @gmail.com

2 Pass The PRT
Altack

: ;e n S O rS 4. Creale new 4.a. Send an invitation to 5.b. Accept the app invite and
malicious Application new App exfiltrate OneDrive files
> >
CEQ
— 3. With the P
= PRT prw \
_“ 4 ¢ Join to the new crealed app (as Alice) and \
= exfiltrate OneDrive files -
Internet
>N
»~
5.a. Send a read link to

I =N

AlicePC



Active Directory - Scenario

Sensors

« EDR

 Office365

 Active
Directory

1. Send phishing mail

————

Attacker
A T

=

2.2 Reverse shell

DA

2.1 Receive & open
phishing mail

Y

&get PRT ——

AR

Alice-PC

4. Reverse shell

3. Receive & open
phishing mail

Y

5. Failed ZeroLogon wZ/7/78

6. Kerberos
bruteforce :
7. Ransomw are :]

FILESERVER

h
ZIP
t Exfiltrated data

AR

Bob-PC

8. SSH bruteforce

CTO-MAC
9. Disinfection
trojan
>
CFO-PC
10. Exfiltration
trojan
>

CEO-PC



Network - Scenario

Sensors

 EDR
Network
Sensor

m%'u

Attacker

PSEx
Alice = »
R ===
E ZeroLogon | CEO
~ + PSExec )
»~ »~
Bob 2270
DC >
PSExec
DA ==
> CTO

Charlie

Data exfiltration

-------

Internet



