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If you thought that protecting your computers required
extensive technical knowledge, think again.

We offer you a security solution which is easy to install
and manage, and requires no new infrastructure.

Panda Cloud Office Protection is an easy-to-use, secure solution providing
constant, robust, real-time protection for workstations, laptops and servers against
threats and exploits that take advantage of unknown (zero-day) vulnerabilities.

It protects Windows and Linux workstations at all times (including laptops and
servers) as well as the most popular virtualization systems.

Based on the concept of software as a service (Saa$), the solution leverages the
real-time protection provided by our cloud-based Collective Intelligence platform,
allowing companies to focus on their core business and forget about the costs and

hassles associated with traditional security products, in exchange for a small service fee.

with Panda Cloud Office Protection, security is managed from a simple,
intuitive Web console, enabling centralized management anytime, from anywhere.
Service management can also be outsourced to third-parties in a matter of clicks.

Main benefits

® Robust protection
Panda Cloud Office Protection harnesses the power of our cloud-based Collective
Intelligence system, providing real-time proactive protection and ensuring the
highest levels of detection for known and unknown threats, as well as exploits that
take advantage of unknown (zero-day) vulnerabilities, regardless of where they
come from (email, messenger, Web, etc). It includes firewall protection (personal or
managed) and behavior detection technologies, as well as being the only solution to
offer cloud-based centralized control of Windows and Linux devices, optimized for
VMWare virtual systems, Microsoft and Citrix.

® Easy to use, easy to maintain
Panda Cloud Office Protection can be installed and administered at any time, from
anywhere. Installation is simple, automatic and/or remote, and its automatic and
scheduled updates run transparently to end users.

® Maximizes security control
Profile-based security ensures maximum flexibility to protect your network according
to your specific needs. In addition, centralized monitoring of the security status of all
your PCs, servers and laptops ensures maximum control across the entire
organization.

® Minimizes maintenance costs and resource consumption
As this is a subscription service, hosted by Panda Security, it requires no investment
in infrastructure or specialized personnel. It is an incredibly light solution, using
specific technologies to minimize resource consumption and bandwidth usage.
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The only SaaS endpoint protection for PCs,
servers and laptops with centralized device control
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PANDA CLOUD OFFICE PROTECTION is extremely
light as all operations take place in the cloud. It
therefore requires no client infrastructure, minimizing
the required investment.
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PANDA CLOUD OFFICE PROTECTION offers
immediate and effective protection against known
and unknown threats, thanks to the real-time
connectivity with Collective Intelligence.
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PANDA CLOUD OFFICE PROTECTION is incredibly
simple to use. Just subscribe to the service to access
the straightforward Web console which has all the
information you need to secure your PCs, Servers and
Laptops.

More than 100,000 companies and
more than 2 million endpoints stay
protected 24 hours a day with Panda

Cloud Office Protection

Every day, our anti-exploit technologies
detect more than 100 new malware
strains unknown to our competitors

The Cloud Security Company



Simple management through a hosted
Web console

Administrators can manage the antivirus and firewall protection
across all endpoints -even in remote offices- from any Web
browser.

Centralized device control

Block all or specific devices (removable storage drives, image
capture devices, DVD/CD drives, USB modems, Bluetooth devices,
etc.), preventing malware entry and data leakage while
increasing productivity. You can also deny or allow certain actions
(read/write) for specific devices.

Real-time monitoring and reports

Panda Cloud Office Protection offers on-demand and scheduled
scanning, the results of which can be monitored in real-time.
Reports can be configured to offer information about protection
status, detections, and graphs and data on improper use of
devices. Reports can be scheduled and sent automatically via
email.

Automatic P2P updates

Endpoints automatically update or upgrade their protection from
the nearest computer on the network through P2P connections,
minimizing bandwidth consumption.

Technical requirements:

WEB CONSOLE:

* Internet connection

e Internet Explorer 7.0 or later
o Firefox 3.0 or later

® Google Chrome 2.0 or later

FOR WORKSTATIONS / FILE SERVERS:

® At |east one with an Internet connection.

® Operating systems (workstations): Windows 2000 Professional, Windows XP
SPO & SP1 (32 / 64-bits) XP SP2 or later (Vista, Windows 7 & Windows 8 (32 /
64 bits)).

® Operating systems (servers): Windows 2000 Server, Windows Home Server,
Windows 2003 (32 / 64 bits & R2) SP1 and greater, Windows 2008 32 / 64 bits,
Windows 2008 R2 (64 bits)), Windows Server 2012 (64 bit).

FOR EXCHANGE SERVERS:
e Microsoft Exchange Server 2003, 2007, 2010 and 2013

FOR LINUX WORKSTATIONS / FILE SERVERS:
e Ubuntu 12 32/64 bits

¢ Red Hat Enterprise Linux 6.0 64 bits

e Debian Squeeze

e OpenSuse 12 32/64 bits

e Suse Enterprise Server 11SP2 64 bits

VIRTUAL ENGINE CERTIFIED:

* VMWare ESX 3.x,4.x, 5,x

* VMWare Workstation 6.0, 6.5, 7.x, 8.x and 9.x

e Virtual PC 6.x

e Microsoft Hyper-V Server 2008 R2 and 2012 3.0

o Citrix XenDesktop 5.x, XenClient 4.x, XenServer and XenApp 5.x and 6.x
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Get your evaluation version of
PANDA CLOUD OFFICE PROTECTION

Check it at http://go.pandasecurity.com/cloud-office-protection/

Flexible, rapid installation

The protection can be deployed in several ways in just a matter
of minutes: remotely (by sending emails with a download URL)
and transparently (without user intervention) via the free
distribution tool. There is also an MSl installer for protection
distribution via login script, Active Directory, Tivoli, SMS or Lan
Desk.

ISO 27001 and SAS 70 compliant.
Guaranteed 24x7 availability

The solution’s platform is Powered by Microsoft Azure and
maintained by Panda Security. Our data centers are 1ISO 27001
and SAS 70 certified, bringing information security under
explicit control.

Profile-based protection

Specific policies or protection profiles can be assigned to
individual users, user groups or domains. This ensures the right
protection policy is implemented for each risk group.
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Panda Security Certifications
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