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Problem

Why does DMARC exist in the first place?



The Email Problem
There is a fundamental security flaw in the 
way email was designed. 91% of 
cybercrimes initiated with email.

Attackers can send email from 
your domain defrauding, staff, 
customers & suppliers 

Impersonation 
An Email can be intercepted 
and changed without the 
recipient knowing

Interception  

Legitimate email often lands 
in Spam and false positives 
cause business disruption 

Delivery 
Companies have no active 
visibility on which providers are 
sending email from their domain 

Visibility & Audit  



Impersonation Example
Simulation of what an impersonation email 
looks like when sent by a cyber-criminal 
using your domain.

Ronald McDonald <ronald.mcdonald@mcdonalds.com>

Hi Elliot,

Please find the following invoice attached. I’m travelling at the moment so please will you pay this urgently so that this 
supplier can continue working on the project. 

This project has been put on hold because the invoice was not processed correctly.

Thanks,
Ron

Elliot Wilke

Invoice Payment 



The Damage

Incorrect bank details are 
falsely associated with a 
transaction and attackers 
redirect the money

Deposit
Fraud

Users are tricked into 
leaking their identity 
to an attacker

Identity 
Theft

Users & staff are lured 
into installing 
ransomware from a 
legitimate looking email

Ransomware 
Distribution

Fraud on a company’s 
behalf causes 
immense brand 
damage & financial 
losses

Reputation 
Damage



Existing Protection
Your staff might be protected by your existing anti-spam 
provider or perimeter protection but your customers, 
suppliers and the rest of the world are not. Attacker

Staff Customer The WorldSupplier

Anti-Spam Sendmarc

Any Provider

Providers

IN OUT



The Solution: DMARC

Forces a whitelist of IP addresses that are authorized 
to send emails from your domain (SPF)

Impersonation

The global security standard for email

Every email carries a cryptographic signature 
to ensure anti-tampering (DKIM)

Interception

Legitimate email is delivered successfully more often 
because servers can tell that you’re a trusted sender

Delivery

Domain owners can now get a consolidated, global visibility of 
every sender- both good and bad, then take action

Visibility / Audit

Global Security Standard



Technology 

DMARC                                   
Domain-Based Message Authentication, Reporting 

and Conformance

An encompassing policy that provides data analytics 
and enforcement across SPF and DKIM. 

DKIM                                              
DomainKeys Identified Mail

A cryptographic signature that verifies the authenticity 
and integrity of an email, preventing interception during 

transit.

SPF                                              
Sender Policy Framework

 A list of certified servers that are authorized to send 
email from your domain.



DMARC Configuration
3 policy levels.

P=none
No action is taken, messages remain unexamined.

P=quarantine
This policy moves suspicious emails to the Junk folder for review.

P=reject
DMARC rejects emails that fail authentication and don't come from your infrastructure.



Journey to Protection with DMARC

Analysis

Phase 1

Configure DNS

1

Enable 
reporting

2

Analyze data

3

Implementation

Phase 2

Project plan

4

Certify senders

5

Enable 
protection

6



How DMARC Works

Your organization

Attacker

Legitimate Email

Impersonated Email

Receivers
Gmail, Yahoo, 

Microsoft, Proofpoint, 
Mimecast.

Database
(Data Processing & Storage)

Reporting

Policy & DNS 
Management

DMARC
Sendmarc

Report
Validate

DNS
(SPF, DKIM, DMARC)



DMARC
Example Report



DMARC
Google Best Practice 
Recommendation

Google Workspace Admin Support 

https://support.google.com/a/answer/10032472?hl=en


SELLING POINTS



PERCHE’ SENDMARC !?
Il modo in cui Sendmarc presenta i dati DMARC è nettamente superiore rispetto alla concorrenza, 
fornendo informazioni critiche ma al tempo stesso dettagliate per garantire che i domini dei tuoi clienti 
possano arrivare a p=reject. 

Inoltre, l’offerta semplice e chiara di servizio (anche gestito) consente di delegare la responsabilità di 
rendere completamente protetti i domini dei clienti, permettendo al tuo team di concentrarsi sul proprio 
lavoro senza essere distratto dall’ennesimo fornitore…



PERCHE’ SENDMARC !?
…Il punto di forza principale di Sendmarc, tuttavia, è il supporto alle attività di vendita e marketing. Grazie 
all’accesso al “Partner Portal”, è possibile individuare facilmente le opportunità, comprendere quale debba 
essere il messaggio di vendita e sfruttare strumenti commerciali fondamentali come lo storico DMARC del 
dominio, i fornitori DMARC già in uso e lo strumento di impersonificazione, che consente di dimostrare in 
tempo reale la necessità del DMARC impersonando il dominio reale del cliente.



Microsoft, Google & Yahoo
Announce stricter requirements for senders from April 2025

Delivered
Domains with DMARC, SPF & DKIM

5k+ emails
Per day from April 2025

Failures
Domains without DMARC SPF and DKIM

!



Recent Changes
2024 was DMARC’s biggest year.
2025 is shaping up to be just as big, with 
pressures from multiple directions.

Microsoft recently announced 
that anyone who sends 5k 
emails per day needs to have 
DMARC.

Microsoft Joins 
DMARC Brigade

DMARC not specifically 
mentioned but can be used 
for compliance.

Increase in demand for 
DMARC set to p=reject to be 
an approved supplier.

Third Party Contracts
Increase in cyber insurance 
questionnaires mentioning 
DMARC.

Cyber Insurance

NIS2 and DORA



The Future of DMARC

Prediction #2
Google, Yahoo, and Microsoft will lower the 
threshold to increase protection

Prediction #1 
Cybercriminals will begin targeting businesses 
sending under 5 000 emails per day

Kieran Frost
COO | Sendmarc



The Future of DMARC



Platform: Management 
• Leading MSP-centric DMARC management platform

Multi-tenant

Co-branded

Automated DNS tasks

Alerts, notifications and integrations

Task management, 1-click deployment



DEMO



1 500 Total base

1 129 Opportunities 

371 Protected

182 Sendmarc

36 Leading competitor

£5M Estimate ARR

Opportunity Analysis 
• Uncover the potential opportunities and revenue within your existing 

base



Pricelist

1 utente billable = 1 mailbox 

Commitment annuale e fatturazione mensile o annuale 



Pricelist

PROMO!
15% di sconto 

per ordini ricevuti entro 
30/12/2025
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FAQ

❏ Opportunità: analisi domini: lavoriamo per voi!

❏ Tools “pubblici” per (rap)presentare l’esigenza

❏ Scegliere il modello - conteggio domini/email/organizations

❏ Operazioni durante il periodo di validità

❏ Eventuali cambi di prezzo - commitment

❏ Microsoft 365?



Risorse AVANGATE/ELOVADE

sendmarc@avangate.it

https://supporto.avangate.it -> “APRI UN TICKET”

+39 02 31059294

mailto:sales@avangate.it
https://supporto.avangate.it


Risorse SENDMARC

❏ https://tools.sendmarc.com/

❏ https://sendmarc.com/partners/

❏ https://help.sendmarc.com/portal-guides 

https://tools.sendmarc.com/
https://sendmarc.com/partners/
https://help.sendmarc.com/portal-guides


Q&A

A VOI LA PAROLA!



 

Grazie!
Andrea Orsucci


